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BEALEEZ (Al) %28 (ML) KEREENBFREZRA - IRENEFTERM
B BRI LA B I ERAINMLUE 2RSS B ANEZr0ER - BRRRMUERRY
B RETNIRREBE - IS - Bt EEIARAR - AIIERER (—RERHRERRD)
( GDPR) 8By (MINEEZRFLREZER) (CCPA) -

KEREZINDBMED - IBH 7 —ERHMEREZRIES| - BREXERMSRERERTE
ZABNMEEZEE IR - 80K M RRBERRPHRNER - BRIITALES
Z/MREBBEFINEBRERZEMEY - IR EMEZABRRERVRFRERSE -
F_HORE S ERER  WRBEMERABRK I RMNERDER - D8 TEH
RURR  ARANITRRE

* Ahmed, H.; “Auditing Guidelines for Atrtificial Intelligence,” @ISACA, 21 December 2020, www.isaca.org/resources/news-
and- trends/newsletters/atisaca/2020/volume-26/auditing-guidelines-for-artificial-intelligence
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[1LLT

ARSI MWBGNFEEFABHMRBRERANESE
AERYEBREROGRRER LEBAEEEANER -

It - BERRE TR
Bl Bl BEREEMATESF2 NEEBESZE
Bl TEEREBEE , CLURIBE - L EFAIE (ESG)%E

El

TEEFRAAINMLBREEENEEZREIRENT ¢
o BERRE — A ML EREREER BETREMAIR -
BELEBZEAEN  REOIRERORE - EEEGR
BRI FREBLERAPHNERNTEEARE - MEHEE
BEERS RBEBLODA LR - fld - EABBE
(PIl) MZIREREEN (PHI) ERR 1996 FEFERED
BUEMEDER (HIPAA) WEE - TDHBEEBEREMTE

RIZE GDPR - CCPA RELUERPREIER -

o AFEE — AFHBEHFENERMGERNARE - BRELE
BTMERE - B2EABRREBRHBLAR  9BETMGE
ER A NEEHAMENNTE - RtEEEERNER—

RENERATUHREEERS - EheS U —ERENS Ek

PR —E &

2 McKendrick, J.; “Al Adoption Skyrocketed Over the Last 18 Months,” Harvard Business Review, 27 September 2021, https:/hbr.org/2021/09/ai-adoption-

skyrocketed-over-the-last-18-months

3 European Institute of Public Administration (EIPA), “The Atrtificial Intelligence Act Proposal and its Implications for Member States,” September
2021, www.eipa.eu/publications/briefing/the-artificial-intelligence-act-proposal-and-its-implications-for-member-states/

4 Daws, R.; “EU regulation sets fines of €20M or up to 4% of turnover for Al misuse,” Al News, 14 April 2021,
https://artificialintelligence- news.com/2021/04/14/eu-regulation-fines-20m-up-4-turnover-ai-misuse/

5 Office of the Comptroller of the Currency (OCC), “Model Risk Management,” August 2021, www.occ.treas.gov/publications-
and- resources/publications/comptrollers-handbook/files/model-risk-management/pub-ch-model-risk.pdf

5 Anand, R.; B. Greenstein; “Six Al business predictions for 2022,” 30 November 2021, PwC Al and Analytics, https://www.pwc.com/us/en/tech-

effect/ai- analytics/six-ai-predictions.html
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BEMUESMURRNSNEE - BfESEERILE
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P BEE 7R E SRR ER - flu - &
BRgHERY LUBB T AR ERIEZRE
R BTRBREZRIINEN - ¥ Al 71 ML BR

BAEZEZERUTAR :

NREREE—TERRBEREAREESAN -
NRBTARZSAMNER - RIERHARRBATIML
EAEXHBENAENRES  BEERET -

HHAIE

AT

BYTRE

BRHIR

BRI (GPAE)

REEE

BREREZ—FTERA/MLEREZARRTZENEAERN
MEBERNERE  SUEREENTEMR - EREGR
EERENGFEE
EEE - EBEEEERE THEARREE  HRETF
fit » (Model Risk Management: New
Comptroller’ s Handbook Booklet)
BERFRESE - HIPAA (RERRUBHENEDER)
HEEERER - CCPA (MNHEBZBIAREZ)
BRIt EFREE - GDPR (—RERHRERAN)

AERERINE MO HE 7 HFEBRELORIRE
c BB REWMERME T ENESE -

” Delve, “The Boston Housing Dataset,” 10 October 1996, www.cs.toronto.edu/~delve/data/boston/bostonDetail.html

8 Thieullent, A.-L., et al.; “Al and the Ethical Conundrum: How organizations can build ethically robust Al systems and gain trust,” Capgemini Research
Institute, 2020, https://www.capgemini.com/wp-content/uploads/2020/10/Al-and-the-Ethical-Conundrum-Report.pdf

© 2022 ISACA. A


http://www.cs.toronto.edu/~delve/data/boston/bostonDetail.html
https://www.capgemini.com/wp-content/uploads/2020/10/AI-and-the-Ethical-Conundrum-Report.pdf

6 ERUEABRZHREBEBLERS, 589 BR

TEEANLEZ

RERGARBILESHE Al HENERIE - LH - B Al H&R2

~
U
7

B—ERZEANERE BHRREE ML IRESE ®H DUREEFSABREHEM
EBHARBERE -
BES A NERERLZE ML ITE - BMAB&RHEE

(DL ZAINFE  HEABREMSHEEZEENEH -

ATES  KRBEERXESE

[
IS
T

AFE R -

J

ZEER

R
ATEBANE "EMAANRRREREDERINAT o000

EENEEESETROER - L "EE L Al BEPIR

Al 7 ML BRI I IR B+ Bl

Bl T8R , fEEAEMN - BERIE - Al 2—ERE
ZEMTEE - RERRA R THR.EBRL. L, RASIER

AmEMNESERPERESR ML ( NEETR -

BML)Z Al —

SEOERMBHERMDE )

BAEH WEENRASASHEMNERER W

WEZEE - Al -

AlphaGo -
IR °

1: Al - MLEE DLRER Btk

AT AIEZAN)—EERTENRESHBATHENER SRR -
KRBV (ML)—EBRERITEFENENEFR

fs 52 B3 73 @i - HPp—EHFnEd (KK - BEH -
REEEBNEA  EMEREFAENTANBRELE (HIMTK

BB ) -

e

9 Lexico, “Artificial Intelligence,” www.lexico.com/en/definition/artificial_intelligence

DL EEEEEBE
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10 Cambridge Dictionary, “machine learning,” https://dictionary.cambridge.org/us/dictionary/english/machine-learning
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MZFFEEEWEF ( support vector regression ) ©
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supervised learning ) -°

FEEXBT

FEEABBMAN TR ARBBRRLNER P HEEND

—fEIRE - DUEAIRREAAE - 2R AR IEENE L -
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REMHERFENER LEERRI —EHKSIEEE

B REFEEBENEMFSEERBAEENIHER

5% - Bl - —fE3000F AR EREREL =B EE -
FRREAIR94301 FER KR ; ™—1E8000 75 %

Reg B BB EE - AIFRAMUR 75218 FIER %

i -

B EEHRPERLER I REZEE?

FEEASBNEENEEE

DE—EHPRERPHEFE - AIURBEYOBEEE K

INETTDAE - BEUEENE - K-means & -
fréff—FRBERNUSHERTIBHRBREN - BARR
BELESE NSNS - EORBEAEBHNIHEBENEG

ERuEMNE - BEGEEX - EM D 2 ( Principal

Component Analysis, PCA ) -

EERA—MRBEERELERANERE - AI—XA
ETISTRBYMERFIRE - JERBEEFRTR
BEEA  PUB - 20 B#Er - BEBEEFE ¥ ( Local

Outlier Factor, LOF) -

« FBRA—SURERPRERMERA - AINBERRXHN
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G
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1 Bishop, C.; Pattern Recognition and Machine Learning, Springer, USA, 2006, https://link.springer.com/book/9780387310732
2] oukas, S.; “What is Machine Learning: Supervised, Unsupervised, Semi-Supervised and Reinforcement learning methods,” Towards Data Science, 10
June 2020, https://towardsdatascience.com/what-is-machine-learning-a-short-note-on-supervised-unsupervised-semi-supervised-and-aed1573ae9bb

13 Answer: Classification. Although a ZIP code is composed of numbers, in this case it is a categorical variable to represent a geolocation.
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4 Sutton, R.; A. Barto; Reinforcement Learning: An Introduction, Second Edition, MIT Press, USA, 2018,

https://mitpress.mit.edu/books/reinforcement- |earning-second-edition

> DeepMind, “AlphaGo,” https://deepmind.com/research/case-studies/alphago-the-story-so-far

® Moro, S.; P. Cortez; P. Rita; UCI Machine Learning Repository, “A Data-Driven Approach to Predict the Success of Bank Telemarketing,” Decision
Support Systems 62:22-31, June 2014, Elsevier, https://archive.ics.uci.edu/ml/datasets/bank+marketing
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7 Answer: 1, 3 and 5. University of Pittsburgh, “Guide to Identifying Personally Identifiable Information (PI1),” www.technology.pitt.edu/help-desk/how-to-

documents/quide-identifying-personally-identifiable-information-pii.

*8Lucini, F.; “The Real Deal About Synthetic Data,” MITSloan Management Review, 20 October 2021, https://sloanreview.mit.edu/article/the-real-

deal- about-synthetic-data/
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¥Rengberoglu, E.; “Fundamental Techniques of Feature Engineering for Machine Learning,” Towards Data Science, 1 April
2019, https://towardsdatascience.com/feature-engineering-for-machine-learning-3a5e293a5114
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2 Oneto, L.; S. Chiappa; “Fairness in Machine Learning: Recent Trends in Learning From Data,” Studies in Computational Intelligence, Springer, USA,

2020

2 Narayanan, A.; V. Shmatikov; “Robust De-anonymization of Large Sparse Datasets,” University of Texas at Austin,
www.cs.utexas.edu/~shmat/shmat _oak08netflix.pdf

2 Jane Doe, et al., v. Netflix, Class Action Complaint, US District Court for the Northern District of California, 17 December
2009, www.wired.com/images_blogs/threatlevel/2009/12/doe-v-netflix.pdf

% Singel, R.; “NetFlix Cancels Recommendation Contest After Privacy Lawsuit,” Wired, 12 March 2018, www.wired.com/2010/03/netflix-cancels-contest/

24 Gunning, D.; M. Stefik; J. Choi; T. Miller; S. Stump; G. Yang; “XAl-Explainable artificial intelligence,” Science Robotics, 18 December 2019,
https://openaccess.city.ac.uk/id/eprint/23405/

% Ribeiro, M.; S. Singh; C. Guestrin; “Why Should | Trust You?’: Explaining the Predictions of Any Classifier,” Proceedings of the 22nd ACM SIGKDD
International Conference on Knowledge Discovery and Data Mining, August 2016, https://dl.acm.org/doi/10.1145/2939672.2939778
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% Answer: No. This is a typical overfitting model. Without proper cross-validation, this model ends up memorizing all the cases but is unable to

generalize to new examples.
27 Answer: Model 1, because it performs just as well but is simpler.
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BERE & BERS

K 0 Ng, A.; “Machine Learning,” offered by Stanford University through Coursera, https://www.coursera.org/learn/machine-learnin

% Answer: Not necessarily. An experienced auditor would ask about the false positive rate and the specificity. That is, of the frauds detected, how many
were normal transactions (i.e., false positives)? A model that predicts all transactions as fraud would achieve 100% precision, because it would
successfully detect all frauds. Yet it is clearly an ineffective ML model, because it would create an excessive number of false positives and would not be
practical for production.
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2 Shah, T.; “About Train, Validation and Test Sets in Machine Learning,” Towards Data Science, 6 December 2017,
https://towardsdatascience.com/train- validation-and-test-sets-72cb40cba9e7

30 ROC, https://en.wikipedia.org/wiki/Receiver operating characteristic
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% Zuccarelli, E.; “Performance Metrics in Machine Learning — Part 3: Clustering,” Towards Data Science, 31 January
2021, https://towardsdatascience.com/performance-metrics-in-machine-learning-part-3-clustering-d69550662dc6
%2 Scikit-Learn,  https:/scikit-learn.org/stable/modules/clustering.html#rand-index
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% DATAmadness, “TensorFlow 2 - CPU vs GPU Performance Comparison,” 27 October 2019, https://datamadness.github.io/TensorFlow2-CPU-vs-GPU
% Costa, C.; “Best Python Libraries for Machine Learning and Deep Learning,” Towards Data Science, 24 March

2020, https://towardsdatascience.com/best-python-libraries-for-machine-learning-and-deep-learning-b0bd40c7e8c
® Apple, “Apple Unleashes M1,” 10 November 2020, www.apple.com/newsroom/2020/11/apple-unleashes-m1/
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% MITRE Corporation, “CVE® Details: The Ultimate Security Vulnerbility Data Source,” https://www.cvedetails.com/vulnerability-list/vendor_id-

16835/product id-39445/Numpy-Numpy.html

7 GitHub, Inc., “Pickle incompatibility between 0.25 and 1.0 when saving a Multilndex dataframe #34535,” https://github.com/pandas-
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Bishop, C.; Pattern Recognition and Machine Learning,
Springer, USA, 2006,
https://link.springer.com/book/9780387310732

Domingos, P.; The Master Algorithm: How the Quest for the
Ultimate Learning Machine Will Remake Our World, Basic
Books, USA, 2015,
https://www.basicbooks.coml/titles/pedro-domingos/the-
master-algorithm/9780465061921/

Goodfellow, I.; Y. Bengio; A. Courville; Deep Learning,
MIT Press, USA, 2016,
https://mitpress.mit.edu/books/deep- learning

Hastie, T.; R. Tibshirani; J. Friedman; The Elements of
Statistical Learning: Data Mining, Inference, and
Prediction, Springer, USA, 2016,
https://link.springer.com/book/10.1007/978-0-387-84858-7

RIZ

Ng, A.; “Machine Learning,” offered by Stanford
University through Coursera,
www.coursera.org/learn/machine- learning
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Chief Executive Officer, introSight
Ltd., &3l

Gregory Touhill

CISM, CISSP

ISACA Board Chair, 2021-2022
Director, CERT Center, Carnegie

Mellon University, 2

Tracey Dedrick
ISACA Board Chair, 2020-2021
Former Chief Risk Officer, Hudson

City Bancorp, Z£E
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CISA, CISM, CRISC, CISSP

ISACA Board Chair, 2019-2020

Vice President and Chief Information
Security Officer for Customer Services,

Oracle Corporation, =

Rob Clyde

CISM, NACD-DC

ISACA Board Chair, 2018-2019
Independent Director, Titus,
Executive Chair, White Cloud
Security, Managing Director, Clyde

Consulting LLC, =[]
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