o 18373

JOURNAL OF INFORMATION COMMUNICATION AND TECHNOLOGY AUDITING

AH AR DR SR e B 3 AR AL

cnmputer Audit Association

0778318  538H3

fifl NETRHE LR e
BRI E

KRS
e ENS R AT GESI ST

Rt he AL TE ORI

LA MitmProxy

Bl PRI AR

Location-based Privacy:
Problems Analysis and Protection 4

X GDPREL
_.w_.zg

@Aﬁﬂﬁ LEhE



B

T ALY TR B BT RS I < BB J » (R SEASH, DUIRES Ty it » 3 B B BRI E AR
B - EERAERS - b VIR E sk R R EE R - DUE BhH B B NCHIRE ~ 383Kk
B Y - MERERE NS @ £ E @SBRI « #R &G fr SRR
R AR AT~ TR~ BH A 2 T EORE S T TSI DB B - AR R 1
FHEMBENEEEE - AN - AERRERENS - B RiREE AR A & B E A& rhE R E
i% ( Personal data protection act) B » AT ORFE(E A BLAHARIVERHEANE LS ~ EH - A
EHAMAE T Ry o (2R SRR T AR AR 7 DA B S A B P il B e A A
5 HIEAHRBAREHI KR E 0B F - VR E ST B RN EA & HEE Y AT RE 1 - FEF
s BATR AR A RSB AAEZ BN FIN S il & T3 - ERMRGEC MR R S B AR T B
BN R BB AN Rl RS Y B BEER A - B R b A RE G R EH B - BIPRE
f§rERz e (ISACA) HRTE M R E RS A IS BTR A RS R mle &t -
AE 325t b S A IS B 5 5 IS/IT #MTE S8 A AR E LR YIR TR - fEmEFdis
FHARVEAL JE B ~ BERHORGE ~ BLNEREERI HAY - ERMRERNTRE - TR H SRS
SUERET - MEETCRERR ~ B ~ BEB R 2 TR R - WG R T S B
PEETRIG » AN REMCEIFEA IR

AL - EIFEIATIEE =1 /UL " AR R B i BRI A RS RS o Rl - 33
FEENSMERF B G R EL BT BB R AR ST o SUNT SR REREE AT ATAE R ERHR
[ » DU BB AAT 33 B RS A Bl P P B SR AT FE T B8 » (T B PR AR B A 2k
BATRAE R ~ (EHE AR BB R ECRTIG] » KHEENE B S5t HAY - SIS
TR A E W E - ARG CERNAERE T 0 AR E B RS BRI L E
Jaw)Em o~ " EERE B N BUN AL RS R R | T BIREEAL R R 0 T AMEE
B R ARFEEEET o~ T DL MitmProxy SEEFHEIERTERFEEL 1 7 Location-based Privacy
Issues Analysis and Protection |~ " B GDPR B A BERMAFERZEE | T BE2S A - TifedEm
FrLH - NTIHEEREE CEAIEE - KRB EE EE R R E SRR A B F R
AR BATE BLAF S BER - ST Ry B MRS AL s A A R

Bt AHATI R G S ALV e R i B iE < 1Bl G S A e B O
B o NHIITISE AR » SEE RN 2y -

A

bt AT a2 %A



H @&

IIJHEJB $.:. }?’— CONTENTS

04 @EAEHSIERGEREEREIBIEL(LEHEH
HREHL ISO/IEC JTC 1/SC 27 £ 2017-01 A%AIHELR
- I BB

37 REBBETHHEEZERER
EBE - BRA - B

44 wEmIERL AR
CWHR

60 IMHRBRERRRHESER
- BERE

66 L MitmProxy ZE3RFHEME AT CRERL
CHEE - EHE

76 Location-based Privacy: Problems Analysis and Protection

-TSE Daniel * MO Chaoxun * ZHU Bihui * WANG Yukun

84 8 GDPR HEA G EHREDE
BH#R

1Al ] H
103  ##\A  AfRsE0HIA
- e BREZ



110 HERESEERGE

112 2018 & CISA ~ CISM ~ CRISC Exam Passers
113 2018 F 7-12 BHFikERE

116 shsEmTIREERRE

117 isaca @ sEme e

118 mapzspspe

126 1saca EBssEm@AS Y

1]

TR RS
AT LERERT) (37th) 4R (45 8) EFENBINVR @ TREFNEMH L "MEE ~ BWIIEMK
RUSKEE ST ~ E-mail: m10425025@yuntech.org.tw | » $FILEBIERE » NMEZER  EifTRR !

8 17 A REH
R w88 sRiE%
REEES : SRIESS « TIRR ~ TEHZE - 37500 ~ R8T » BBE ~ FIHSE  Bp2E - BXRS
HERT : WSk
WmER:ZRZF

W B UEE > FER > IS

B & R PERASEKRERRS
i HE 11070 EJETHEREIE—EY 14358 2182 2
& £E : (02)2528-8875

*
|
=

: http://www.caa.org.tw

TREERET : ERNBIRAT
N Wl eERNBIRAT

2T8HR : 2018 7T B 31 B
E & : FT=HE 250 71
e A T E A

WHAN AR EL WKW NEY  ARRKEEERARNEXRETTEH
WEETERBEMESLW & - EE : 02-2528-8875



m
w

CFig .

% 38 £

fifl N ERHE PR 00 e TR S AR R B (R4 G
AUERISO/TEC JTC 1/5C 271201 701 AAhHEER

Personal Information Management System
Requirements Standardization and Implementation:
Based on New Framework of ISO/IEC JTC 1/SC 27

ZMPF
B 7B A R EIE R BTN
E-mail:yct1230@gmail.com

BE e
ORI LB RN EIRA

E-mail:kjf.nctu@gmail.com

W R

il N BB R L T THARZE 17 R o eeeees iR EiRnE il YN =1 PN
FR DS ~ B4~ B0 BoR Al 5= - A HREE R e E A3 L JRRDE
T T KFA11E (De-identification) , Z #RE - H 2014 £F 11 A 17 HEBHIERFSE
10303513040 SFRAAYRAEE - T KaHI L 8 A B RMKHE 235 A ST B R st aas

AR EE BRI B EAER L - H T B35 (Certification) | BRI BIREHE(L T4
HEEEEE - ARER I - AT E R T £ L 2BER T —ERHMR
AR (AR T AERE R L BEEE » HOEAE < BIRRATHE(LAHAE (International
Organization for Standardization, ISO) A HaRREAVEEHE( LIS RS KRl 5% » WiAERx

RIEH AR SR B Rl -

pRgET « B~ EAATREEER - EAEREEDRM - Bl L2 E R » 1R

No.38 ESFERZEAT] 2018/07



Computer Agdit qisnciation
5.5; ;"@"‘ ﬁ} P sRee

Abstract

Enforcement Rules of the Personal Information Protection Act Article 17 states that

“the Act shall mean the personal information processed by ways of code, anonymity,

hiding parts of information or other manners so as to fail to identify such a specific

person.” , so as call the “ De-identification” issue. Since 2014, Nov 17th the Ministry of

Justice has explained that “ De-identified personal information cannot identify directly

or in-directly a specified individual.” certification has become our standardization

primary issue. Thus, we discuss EU" s “ General Data Protection Regulation” including

“De-identification” mention before in “Personal information management system”

certification , whose implementation follows International Organization for Standardization

(ISO) standardization. The article is going to conclude with observation and suggestion to

the status quo of protecting personal data in Taiwan subject to learning experience from the

ISO standardization in striving for protecting personal data.

Keywords -

Certification, Personally Identifiable Information (PII), Privacy/ Personal Information

Management System (PIMS), Information Security Management System (ISMS),

Standardization
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Protection Regulation * GDPR) ;> ELEgH R
ANER T SEAAL S ZBTE SRR 11
BT REIME JHIRESR - R 25 RV EAR AL
Y TR DU THE B2 TR (I N Rt
(Data protection by design and by default) ;, &
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1 72 o T 3 A Y R B AR P 5 ARZE R
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1. 2#% K : Rannenberg, Kai (2015) Standards contributing to the protection of consumers privacy and personal data, ISO/COPOLCO
(2015). The connected consumer in 2020- empowerment through standards, 2015-05-13, Geneve, Switzerland.
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" {5 F] B JfE ] ISO/IEC 27001 7 ¥ £
QL bl B IR 55 o M RE R Y 2R 3 U5 B (The
use and application of ISO/IEC 27001 for
sector/service-specific third-party accredited
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27) 1 ZK$§% B(Annex B) » B2 T A&
EH A (Personal Information Management
System, PIMS) ;10" BERLEEE RS (Privacy
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27009 ZEMFTH 5 HREE - 73 HIERET 1SO i
ANERHREREHE LR DB S A &
BHEB BN L RN T B2 EH
SR (ISMS) S ZR I MIRES
2002 £ - KBS T E T AL BUR &
% (E-government act of 2002) ; Z 55 208 Hi
(Section) o R PIA B9 TYETE H 52008
FoE-TRTBRAENLEEHERE
(Federal Information Security Management
Act of 2002, FISMA 2002) ; & 7E&1 3 il
A PIA » 2010 4 4 F 5[5 [ 52 152 78 B £ iy
WH4EHE (National Institute of Standards and
Technology, NIST) & 4 " il A W] &% 5l &
Az B % P45 5| (Guide to protecting
the confidentially of Personally Identifiable
Information (PII)) #J NIST SP(Special
Publications) 800 — 122 » {Ek FISMA B{EZt
BRI HE 52013 4F 4 A - IREGE
& NIST SP 800 — 122 IR DAL 4 btz
FISMA BT SR i # "~ B FRE A
Stfe BLRE R 22 2= BARSALFEHIFE e (Security
and privacy controls for federal information
systems and organizations) ; Z NIST SP 800
— 53 Revision 4 §1 » SERLETEEE S ISMS LA
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(Federal Information Security Modernization
Act of 2014 * FISMA 2014) [ 3552(b)( 3)(B)
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5 T E ABBRL (Personal privacy) J#A 5
#" B 0 iBREBRBFBINE T B EL R
EHERM  CETIERKE (OMB, 2016) -
ISO H 2000 & #2 » Bl LL &k {E (Pilot:
2001~ 2005) ~ il & B H R HARHE (MSS) &
B RE— 20 = P B E#I R 7 (Procedures
specific to ISO: 2006~ 2010) Ei 58 il & l& &
R Z G (2011~ 2015) YR HE(L T{E
EHH ; fREF L - ISO/IEC JTC 1/SC 27 A
2012 4F 10 H € PIMS H #1# F ISO/IEC
27001 Z BERETE - i ST HIE R H K
Y ISO/IEC 27009 Z TAEX¥EH » 1£ 2015- 07-
27 PR E R %S ISO/IEC DIS 27009 119
B $% B d1 L DL PIMS &2 PIA 45 - [EHA 40
AT HE ISO/IEC 27001 FUMSEER 5 65 B Rk
% 20144 H9 H» BT F PIA Z
ISO/IEC JTC 1/SC 27/WG 5 SD 4 YT
fF o [E 2.2 DU IE 2.3 3 Bl HoRE B
2.3 Z /£ T J7 % HH PIMS % 14 1SO/IEC
27001 ZREHEIEF {7 B PIMS #8354 ISO/IEC
27002 FEHIHE a4 384 ISO/IEC 27009 HY
B A A — AR ME R R B o ARERR L - %
B SR N5 LLISO/IEC 27001 B [SO/
IEC 27009 /£ GDPR Z PIMS Z K EHIE
BaeAme - JERERIBIEE T ABERMR
ik 2 (T » 2012) -
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FAEBAT WM

(3 @ A (std) H# M3 (spec)

HEHEAERASHEEREE

REMTREEALEGEITE

F B B PATIE a1 R ITR

1% 404

{ Privacy considerations)

2.2 B ] bk E HATAZ IS AL 548 (Standards Privacy Assessment, SPA)

A © ISO/IEC 29100 : 2012 (E) FHEA -
& ¥ AR ¢ ISO/IEC JTC 1/SC 27/WG 5 SD4: 2014

===k —

ISO/IEC

[E AL B B4R ( Privacy Impact Assessment, PIA ) ©

27001
ca

+

#F 5 AR Bk Sector-specific) £ I (Standards)
45 78 47 35 4 Ao(additional) /45 Bk
(refined)/ i #E(interpreted) 2 % £ 318
(f7] © B Ao diy 82 5 R 0 A 2] 27001 69
LR AR )

+
ARG Ao/ % 2 (modified) 2 4E H] 4t
He(fs] ¢ A b A B K IR 5 2] 27001
& B IR i 2 ) I

[E 2.3 ISO/IEC 27009 #] J& A
& ¥ AR ¢ ISO/IEC DIS 27009 : 2015-07-27.

4% 7€ AR % (Sector-
specific) F il &
32 F #(ISMS)
(21270015647 & &
o LR AR AR AE)

No 38 flisig T 201807 [N




o 1973

JOURNAL OF INFORMATION  # 33 #f
COMMUNICATION AND TECHNOLOGY AUDITING

REHFR > THEMEASREHAME  £2. 1R E AL 2% 8 R (nformation
#E {b (Personally Information Management Security Management System, ISMS) LK EHTE H
System, PIMS) :Z ISO/IEC JTC 1/SC27/WG 5 H4fY PIMS & &8 K H S LI S m IS B A e » 5%
JR2015- 06- 30 LAATETER 2. 3. 2HEZE - 411 2.2 2 PIMS B2 ISMS [ Z FHIEEA -

F2. 1 ENR2EERRERFRE[AERHRERE N mEHE (1S0/1EC JTC 1/5C
27/WG 5 N110: 2015- 06— 30)

ISO/IEC 27001: 2013 ZEREHIH FEFAM R

FEFLJE g #E I (Privacy risk criteria)

4. SR B . . .

4 1 DAL A —— E:ﬁﬁiigiﬁ (.PrlvaC}t/ iaf;leg:iardmg requirements)
1 4.2 IR T 2 T B ISOMEC29100 | poot b o (B“V.“y SR e‘)d

4.3 PR A i ISO/IEC 29134 = A B (Business process and purpose)

EPNGIE: Tl gt N 7Nl & a3

4. 4 BIL EE RS
R EEERHR (P1I flow, Privacy supporting assets)

5. FEER BT T | BRELARFERBRL (Privacy by design/default)
5. 1 SRR FEFLECGE (Privacy policy)
: 5.2 B6R ISOMEC 29100 ERIEFLEHE (Data privacy officer)
5.3 MMt BT AR AL EBE B (Privacy risk owners)
6. il [SFLETERETHE (Privacy impact assessment)
3 6. 1 [KIE & Btk 2 178 ISO/IEC 29134 [SFLJEBEETSE (Privacy risk assessment)
6.2 FillZe e EARE S . Bl FEAL E\Bg pE R (Privacy risk treatment)
7. %47
;. ; %Yﬁ SR FHE R (Privacy incident mgmt)
4 7~ X z;lﬂ [BFLE % (Privacy awareness)
7: 4 :%ﬁﬁ s [EFLEE , BAAML (Privacy communication, transparency)
7.5 XHEEH
8. JEfF s : :
8. 1 SHEEZ A B R 4] 1SONEC 20134 | PR EAMEMTEER (Privacy life cycle mgmt)
5 e e = FSFLJE S (Privacy risk assessments )
8.2 Hall & T ISO/IEC 29151 LR (Pri K treatment
8. 3 INZe E s 7 bl ¥ (Privacy risk treatment)
9. RERGHAL
p 9.1 BB ~ &l ~ 43T BEEAL ISO/IEC 29151 FSFLHIE (Privacy measurement )
9.2 NESFER% [ISO/IEC 291901] | FEFLBEJIREENEE [Privacy capability maturity]
9.3 EHIKA
10. 3=
7 10. 1 RRFEHEE KA ERS T

10. 2 FrAEGE

29151
8 Fib3ik AC S5 ) 25l L R Egﬁig 23 Of o | BRI (Privacy contols)

ML R THERFEE -
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Computer Agdit qisnciation
5.5; ;"@"‘ ﬁ} P sRee

7 2. 2 HECNS 29100 #E&E2 CNS 27000 & FRFABL S

CNS 29100 # $1/E CNS 27000 2

ERALEF AR & FIErER =

PII BN
BRELMEE S HEENL AR
(RN iy P
FEALJm\ B Ja s

BEAL R BT B Ja\ B B
BRALIR BRI I E AR

B NG - (Personally Identifiable Informartion, PII)

s 55 1A FE 0 BB L & 5t b B8 A CONS
27000 R %A HE Jy B & CNS 27000 2 FZ A
B2 - CNS 29100 fRHEFF§% A ©EHHIH T
TSN 2 BfR 5 MELL CNS 27001 25 6. 1.2
i (c)(2) Ay R\ B A & fe Bl - RE AL
& HHEZ ENEERES A (Principal)
HIGEMRRA - T PILE B A KA #%
Gh - H SR EAGRRE  AREEA L CNS
29100 FHEHHIRIAN < BB G E o s T A
€ P R Bl 2 Y R J7 BB RLRE R A
B mIEMEAHWERE RN ZBHAR
A JHY T PII #2535 (PII controller) ; B T 4%
FPHEEGIFIWARHIE R REPILL
BEALFIF A L 09 T PIL R B 5 (PII
processor) 5 * R FIZERY CNS 27018 Bl Fy
PIMS Z PII EEIEHYFERS CNS 27002 2%
HIFE hEAE e > HBL 2016 4 12 H 16 HiEH
& ISO/IEC FDIS 29151 FYZEER » E153 81
ks 2016 4 12 A 5 H¥2HiZ ISO/IEC WD
27552. 1 ZBEHITERY T 8% A ¢ PIL #2515
¥ B Ry BRI DR T E$% B ¢ PII
PR PR 2 PEH H BRI o 2B
A A PIMS » T PIL #6135 JAHIARY T i
HEE IBEAE T PIREE AHOUR T E
I BRHEE 5 [E] 2. 3 FivRiY PIMS 2

SKFIEIEAELES 1 FEBANE 2. 4 2 TAFEHE
B 2017 FE5ERK - [8 2. 5 2 HEERER
A - EAE R BB 1ISMS 2 2%
[tk > ISO/IEC 27005 EVERRAFERRS (TS0,
2016¢) » EEERE - BRI BLAERE -

No.38 FEEFERZIIT] 2018/07



i 15 ..

JOURNAL OF INFORMATION  # 33 #f
COMMUNICATION AND TECHNOLOGY AUDITING

Requirement

ISO/MEC 27001 : Management process/requirements

ISO/IEC 29100 - Privacy framework

Sector-specific
requirements
Risk management Controls
ISOTEC 27009 ©
>~ Sector-specific
pe
ISO/TEC 27005 : Security risk ISOTEC 27002 : Code of practice application of
management for information security controls ISOIEC 27001-
requirements
ISOMEC 29134 ¢ privacy impact ISOIEC 29151  Code of practice
assessment for PII protection
_
2. 4 AERL / BRI E T R E 2
1. %F &4 1 ISO/IEC FDIS 29151, Figure 1, page X, 2016-12-20.
2. [EFL/ M@ /\ﬁ MEHEARHK (Privacy/Personal Information Management System, PIMS) ©
e
MaxF - 4.2 4.3 =+ * 52 - G.1 - * 5.2
( o A W (h T &4 (B ) ( ) & (48 A5 :
FrHERER R A B 24T O AcEES :
) P Rtz ) Tilde4 8
_E) AL '
l 280 :
NSS © 1.4 5.3 :) . 0.2 -
(%44 F (dnsh & & (M 8R#H%) '
iRk - ERE :
# Ifc} M) '
T A 5.1 73 — 81 — 9.2 -
(4R 9 B AR (#%4=) (= (P9 8hdkin)
) A iEd)

2. 5 EHIRMAERE (Management System Standard, MSS) H.Z BREEIE (Requirement) H43HELVIE/REL (Approach)
FRELHA ISO/IEC 27001:2013(E)

1. B#E%# : Proposals for Management System Standards, ISO/IEC Directives Part 1, Consolidated ISO Supplement, Annex

SL(Normative), 6th ed, 2015 ©

2. ISMS : Information Security Management System
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20174 1 H > ISO/IEC JTC 1 SC
27/WG 5 26 7 T —FE BRI A E#E / B2
BB EE(LRESE - $1 8 T BT
AR EE T BT LY
B ERRRS - HT Y < JHE P ] 2 v R
RNEB T ER L@t 3EE - R E
2.3 HRYEiTEE - W45 T ERERENE 1L
ISO/IEC 20889 R #E(LFT 5 ; [FIFF#F © %
o g T K T EE 2 %8 0 1SO/
IEC 29134 ~ ISO/IEC 27002 ~ ISO/IEC
27018 ~ ISO/IEC 29151 i 7 54 % ISO/IEC
27552 FE % » ISO/IEC 29184 ~ ISO/IEC
29190 Kz ISO/IEC 27550 Jy B ftide » sz
Ff PIMS BECRFIEEHE L el 25— 7
[+ KoK GDPR #idi .z HEE 41k - $1%
PII 255845 Y 75 SR B PIMS (2 $E 0I5 T FE T
43 U PIEERIE T PIREEE | FEAYARE
ZESREIE (1S0, 2017a) BOPERIFE b - 7Y
T7IEMETT ISO/IEC 27552 HymHedfl i Eeh
TLIES) ;s 85 2 WREER LB LR
PIMS LR R Bt & i R g AL s -

2016 12 H3H - KIER2.4F
ISO/IEC 27005 HYRRZ: » #L 1 FEAATEHAZ K
52 > ISO/IEC JTC 1/SC 27/WG 1 ELIEZ %
HiEIAA ISO/IEC 27001: 2013(E) 28 6. 1 HiLA
JeiS 8 B T IKIFE R B S oA TE) B T &
2 2 b BT B4R ) & ISO/IEC 27005
R BB AT i % - B 2. 4 HEZE P 2
ISO/IEC 27005 BT H IR 5 BRALIER 2. 1
[ ISO/IEC 27552 Z AEHERIE G B IRIA]

ISO/IEC CD 27552.1:2017- 12- 08 3%
fi§ ISO/IEC 27009:2016- 06- 15 » fA ISO/IEC
27001 A SCE 4y 2 SDS» I EE 4
B (FHR 5 ) Z 4.0~ 4. 4 iR R BH R
54~ 10 Fi A R i B T EEHAL R L

Computer Agdit @isnciation
;!E; ;‘é‘ ﬁ} P sRee

B - HAY - BRI R B T - R
i i T B i B 4 B 25 A0 RE Y P W2 R B
(Processing of PII) ; A ISO/IEC 27001 [ff
Bk A(FEGIFE ) Aoy - Y 31 THPERIHE
fiti 5 A PII #EHIE BB 43 - By hn 4 K3k 3238
PRI i 5 BN PII R B E 04 - B0 4 48
319 TEPERIFE 5 HIFY PIMS I ETE - $2
ERES C ERFH BYIMEF > N &
B £ A o T/EEE » R ISO/IEC
CD 27552.1:2017-12-08 28 7 §i " PII
2 41 2 19 ISO/IEC 27002 Z 84 n , #9546
7.4.3~7. 4. 5 3K T Pl 2 & R B
{t (PII data de-identification ) o [ BH H
PII ¥ & 3] - HEFRT IR H B
2 I ISO/IEC 20889 H i it ( 52 bty 38 B2
1% BA 4 (transparency) 5% B & i ISO/IEC
19944) (180, 2017a) ; [& 2. 6 ;& " Bk L3
AL sz T B R bR B T RS
BT BB ( Garfinkel, 20155 #5015
B B - 2016b) -

o LR - RBIREEE - PIMS & EERR
S%fE ISO/IEC 27001 ~ ISO/IEC 27002 ~ 1SO/
IEC 27005 ~ ISO/IEC 27009 ~ ISO/IEC
27018 ~ ISO/IEC 29100 ~ ISO/IEC
29134 ~ ISO/IEC 29191 4} ~ ‘B FE3¥%1 1SO/
IEC CD 27552.2:2018- 06- 04; #5447 " 1
i &t & F & # B2 7L (Privacy by Design,
PbD) y Bl T DL 7H 3% £ il B 7% (2 7L (Data
protection by Default B Privacy by Default,
PbD) ;2 J& HIl » ISO/IEC 29101  ISO/IEC
CD 27550. 2:2018- 06- 04 JREL 4 51 ;5 A BX
B3 > Bt PbD fRIER (GDPR 67K 25) HYEE
SKEIH -

GDPR 5K 24 Bilfiezk 28 549 PIT 24
F B P i PR i <7 4 o] o2 ARk 40 HYAT
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CFig 1.

% 38 #

Pyﬁﬁﬂiﬁﬂﬁ/\kﬁﬁ‘*’ﬂ 42 B Beg o F

FERART A PIL #2513 K PII R B8 219
;#F 5 2 > PIMS Y5 3% A GDPR &

EAETT DU C A £ PIMS BEdgny T e BB

fi AT R YRR -
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2.6 HIPAA(Health Insurance Portability and Accountability) fﬂ[‘ﬁ%?%/ﬂ%i

"z f e AR E L 2RER
1) FISMA & {F &t & B B ¥4 GDPR Z B8
3% B &> H DLISO/IEC 27001 Jii ISO/IEC
27009(ISO/IEC 27552) {ERy PIMS( & 278571
{t : A ISO/IEC WD/CD/DIS/FDIS/IS 29151
s E R LML A LB R R/ ME R $E
%ﬂ%ﬂb’fﬁzrﬁ ) B9 T B (Services) ) L BRE
s A T EE AL (Products) j 922 2 BhAE AL
2‘2 % fi§ ISO/IEC 15408 #¥#E R %1 5 &% L FR
* $HE PIMS BRigirve C BORHIH R HE
1’EE@$;}!€$1EZI1’EIEE JERRBEH A
el -
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,& (N '=F'J'u"*

2 BumERRFEBAAERE
IR Z IR LR

BE % = W B 2 H 2% % & 4
fil #E PR T & Ak % % F (Cloud Service
Customer * CSC), B il A &E R %L & &2
B R T E IR B i & (Cloud Service
Provider * CSP) , Bl CSC UZHIL[F] ¥ 2 3
e o IR Ryl 2. 6t 5 6 JfE P R Ry B
5 —JiH » KB EEARE - Al
Al e o 43 17 o A2 R e OR A BB L L B Ry
PIMS WU#TafiE > 2 3. 1 RERBEELELZ
I A R FH B B R R R AT HE (L ETE



DUE B % 5E 17 & L TR (Netflix) 22 5] Ky
Bl - H 75 % g R BIERE " HEEIRE
(Recommendation service) ; ;2013 & - #47f
I FIHEH DABCTE RERE B T RYEE 1 B8 H Bsg
Fr T kR W SPEERRIEHEAS AR SE
orfrakat 7 7 MR A FHE Fr ( INSIGHTS,
2014) ; 40fe] £R 3 BE & 09 B 4F T DA oy B

Computer Agdit qisnciation
5.5; ;"@"‘ ﬁ} P sRee

i

(1 : [EELJE (Stratosphere)) AL HERE &2
i@ (Profile) » W HAMEILRERACH R " &
AL 5 SRR - 20104E3 A 19
H - e F R AR s e R i e (4%
<2 US$ 1, 000, 000) S » AT ot 36 RE 3 2]
4 piEEF RS - L USS 9, 000, 000 FIfiF -

3.1 I1SO/1EC 19944 E& |SO/I1EC 20889 MEREHBILFHFEEIE

ISO/IEC DIS 19944 Zfl 3k BIRRE R
(Qualifiers) Z ZRHRREHE I

S FLMERZ ] (Privacy enhancing data) &2 25 3% AT »
HoJE F FE A= HOAHEA FEHR RE

AERl (1dentified data)

ELEEBIRHRAS - RIRPRIPOR  BETRERE - HViR
R RIS 3 BERNSCAIRET - AR
B G ) -

BHE L& K (Pseudonymized data)

5 PG w2 BT B IR AT RE / BB B A LBl
BREHETEDRL o

AN FHRE . e A4 (LR
(Unlinked pseudonymized data)

B R P TR R R S A (L R AR B = e -

$aﬁ%uzmg%.1bﬁﬂ {50 PR A ]l < BT I SR b A (LB R B A R
(Unlinked pseudonymized data)
Bk " e
(Aggregated data) BERIELE (Aggregation) BIfRTFRHIFIEE

& #}F AR © ISO/IEC CD 20889.2 : 2016-12-02, Information technology — Security technology — Privacy enhancing data de-identification

techniques, Annex B

= K % A PIMS 2 CSC B CSP 11y
H &k 3.1 R - Hp cSC 2 & K
YRR > CSP 2 EREEE » B 2.4 THRY
ISO/IEC 29151 AR I&53 T PII #2445 & #57]
EIRIBREEHIR i o LU T PII R 2 #54
H B2 H i 452016 52 4 H » ISO/IEC
JTC 1/SC 27 384T ISO/IEC 27552 1E Ry
{1 ISO/IEC 27001 2 PIMS BgiE Bk IH
HIREHET 2 TAEEH -
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i 55 12..

% 38 #
PII 4 ¥ A PII 4% 4] PIT G =% B=F
(PII prineipal) (PII controller) (PII processor) (Third Party)
L& 0 LR SE 20 Fll e |, [ pir e
(Collect) (User registration) —[:I_. (Collect) - (Provide)
il 53
i 17 _EPID_. {Store)
(Store)
Pl
E AR A - L‘:'*:L.T;_‘
1 HAL ; i R
(Use) (Consume) < (Use) - (Process)

£ F ™, 1 % fha PII B
Ti LR {Transfer) g {Transfer) —[ (Receive)

{ Transfer)

—— WHA

RitR — T, TN
Delete) \— ®m#H (Delete) {Delete)
B 3.1 Pl AR T E

1. PII: ’T/\E]—E?&/FJ’IJ “%Eﬂ (Personally identifiable information)

2. EARZIE : ISO/IEC 29134: 2017-06, Information technology — Security techniques — Privacy impact assessment — Methodology,
p41, Figure D.1( #% 4% ISO/IEC 29134 : 2017(E) % 6.4.1 & ).

ISO/IEC JTC 1/SC 27 34§ ISO/IEC 27009
2016- 06- 15 » %€ ISO/IEC 27552 » #£ 2017-
12- 08 /A #fi &Z ISO/IEC CD 27552. 1 HA A
PIMS W EF » teft HERFE EOKFIEN#Hi
4G - BAImE 0 N T EREEIE
T fETE H » £ ISO/IEC CD 27552. 1 Z 5§
7.4.3~7.4. 587 7 PII # ] & 19 ISO/IEC
27002 Z ¥ 0 4 B9 PIMS A. 4.3~A. 4.5 1§
TR E A E R (PIT
data de-identification) ; "HEJHAR PII #EH1%
T38| - HEFRT RO HEDGLE ISO/IEC
20889 Hiffalt ; A " TR R H AL - &
BHA » BRI BRI QR T EB
(Transparency) ; 5 » 'H341H ISO/IEC 19944:
2017-08 ° {E 53 — Jj M » 7E ISO/IEC CD
27552.1 Z PIMS A. 3.7 63k 7 £ 5k 4k
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R E " Eik
B RHEZR 7% (Cloud Service Level(SLA)
framework agreement) ; HYJ ISO/IEC 19086-
1:2016-09-21 %5 10.7.2 H 10.12. 8 £
e antE 3.2 Frr ey T & KHF L (Data
T FEF Y3 (Physical) B
HEHE (Logical) Z By » TECRIERVEFIGE
EERE=C " F RPN BRiTTHRGE
77 (State of the art) , /7 » EfFHZRHE (Al
18 (Recovery) /9 T BE 1l (Purge) sz " $RBR
(Erase) ; FU#EREHLAlT ( 1SO, 2016b : R. Kissel
et al, 2014) » 3 3.2 ;& ISO/IEC 27552 #liE
ErRlZ MR - Horp T BRER L GDPR Y T 4
ETHE 2 TEME (EERRE ) o FRTEE 3. 2

HEg T gL 2 T ERRR L -

F& (Correction or erasure) |

sanitization) ;



Computer Agdit I!gsnciation
% ;‘lsé"‘ ﬁﬁ P sRee

Al

ZepY Il —» 3"'-4:3,_,“ . an
z

ts 1K |

. . wamm A L
22a%: ¢ —— (e P —— e

*i

ST —

t=

3 : T wamm  *
EEARIS —— Tyw " mw ”"I

: |

3.2 B H 7 HE (Sanitization) B FE (Disposition) ¥ 5K 2

W

1. EHk (Clear) : 1 | B B AT (Logical techniques) REHE (Sanitize) Pk P AT = AL (User-addressable) ZHBEAE (Storage
locations) B B3E - LB 1 7 B 89 9F 5 A X (Non-invasive) & AHK BT o

2. JELE (Purge) : BRI REBZTRE MY R M (Physical) BB EMT - FEEEHBEIRME -

3. % (Desuoy) © FEAMAEMERERMEEEEHBERELEEREBEEHAEN Medi) EHELH -

E R ¢ Kissel, Richard, et al. NIST SP 800-88 Rev. 1. Guidelines for Media Sanitization, National Institute of Standards &
Technology,Figure 4.1 Page 17, 2014-12.

3.2 150 / IEC 27552 z#B#&:E% (organizes evidence)

o LMk (De-identification)(ISO/IEC 20889) Hil £k [ (Erasure)(ISO/IEC
27040) LSz RFERHR/IME (Data minimization)

T S A 2% > A o B (Receiving) ~ iC§k (Documenting) FIfEIR (Modifying) [FEE
(Technical & organizational measures) o WIRE R FHE ZREF] (17HY (Access) ~ R {7 (Portability) ~ {&1E (Correct)
B BRER (Erase))
o FiNZE A% IR ISO/IEC 27001 ~ ISO/IEC 27002 DA Kz ISO/IEC 29151
o [RIZ HIY
o R AR B

R

i o B = ST BN 2 5% (Disclosure) Hi{#i#; (Transfer)
(Record keeping)

o HFRATE (Geolocation)
o 1T A (Accountability) i {F{EACE%
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o JRIIE & F I ISO/IEC 27018

o ERLE R B ERE LR 2558 (Privacy impact assessment) * [l ISO/IEC
29134 » (EEETET S ATHE M HIET TIRFEE K} (Data protection by design
and by default * PbD)(ISO/IEC 29101 LIz ISO/IEC 27550)

o [AEELEHT (Online)(ISO/IEC 29184) ~ ERIF[HEM: (ISO/IEC 19941) - HE)
PIERLUBGHIAT (Profiling) (£EE )

R T2 RN

(Demonstrate adherence)

o LIRS SEYIMSSIE ISO/IEC 19944 2 ZRHE A & Bt (Statements)
o PEHIFE - BRI L EHAMEEIE ISO/IEC 19086

EHEBEEA N

(Transparency to data subjects)

4}%’;’? # o Laura Lindsay, 2017, ISO/IEC JTC 1/ SC 27 Work in Support of Legislation, https://docbox.etsi.org/Workshop/2017/201706_
SECURITYWEEK/O1_STANDARDSandLEGISLATION/SO1_SETTING_THE_SCENE/ISO_IECJTC1_SC27_LINDSAY .pdf

o % 15 B2 5 fig o T RS K EK BR
(Cryptographic erase) R T " iEkR B
i e PO TR L M DAREE - MR
Ht T 880118 (Key recovery) | <38 - F2fik
S BIRY 2 BN REE SRR ( 1SO,
2016a) 5 DURE B 4% Ty B - B fiff 7t o %8
& T FFHEEH] (Access control) | 1 T 2 #EE
HRER  ZBERRIHREE Ry T B I R
(Self-Encrypting Drives, SED) ; ( R. Kissel et
al, 2014) » & " EERIRE K AER R A
#6251 ISO/IEC 19086- 1:2016(E) 255

10. 12. 8. 1 ARG DU 3. 2 89 T ERHE
O EEAE T ERHIER (Data deletion) | 5
s IREE > SED B &= b E H L
# (Cloud Service Provider, CSP) " & ¥} ]
FR#H A (Data deletion component) j FYTCH:
(Element) Z— ( 1SO, 2016b) ; $EAEEAIHE
HRIGREHS ~ BT 2 PR B - i
EE AR AR 3. 2 FRey T EEAE (De
facto standard) | FFHEINTHIE FETF L2 1SO/
IEC 27040 + [ 3. 3 /& " SEhiERIRE e
{EARES -

ISO/IEC 27036-
4
2016

.
F

( ISO/IEC 27040; T ITU-T X.CC- B
\ 2015 control | !
: . ISOfIEC 27017 /
S 2016 J
gt
— P
YA 7" 150/1EC 19086- \‘
- | 4
/7 IMU-TY.3500 | e K DIs /
( ISO/IEC 17788: ISO/IEC 19086~ 1_,.:% . >
N 2014 _ -
~—— ‘. 2016/CD/2017
ra
/_,.-- ! 1SOfIEC 19944:
ITU-T Y.3502 | \ 2017
| 150/IEC 17789:
. 2014 -

~—

ISOfIEC 19941:

[ FEFACuE)  —
HIL{EXpected) m m = =

33 E3iE HAZ E Al (Standardization of Y.3500 (eg, 1SO))

BZE R NISTXISOXITU,2017-08-2
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R R SRFEEE R
3.3FTR > B LUE R EOREAT T B RS
B TAFEHE IR EE NE R WHE

Computer Agdit @isnciation
;!E; ;‘é‘ ﬁ} P sRee |

US$ 10, 000~ 1, 000, 000 B " 1% Z&&E (1%
of assets) ,SFHIRBYT " ERNEEE |2 HHRAE
Hi -

3. 3 BRMITERNBEZZEMREEMETIE

ERATE

B g T f B 5 (T3 (Health Information Portability and Accountability Act , f&ff§ HIPAA)

N AR LB TS0 12 (Personal Information Protection and Electronic Documents Act , fii#% PIPEDA)

modernization act)

IEEMW - BE - IER]E % (Gramm-Leach-Bliley Act , f&f% GLBA) » JRE G REIIR B IR R LiE % (Financial services

TN FLIRZE (California senate bill 1386)

VbEEZE (SarBanes-oxley Act, % SBA)

FKBFES 5ZE B (United States Securities and Exchange Commission, fiff SEC) $i5E : &5 17a {5 (SEC Rule 17a)

& # % IE  Hughes, Gordon, and Tom Coughlin. "Tutorial on disk drive data sanitization.” cmrr.ucsd.edu/people/Hughes/

DataSanitization Tutorial.pdf (2006).

T ABHERE JBERERA " Al B
AL Bl - FRAFHERMRER T R/
LR S8R T &EREBIME Bl - T &
BHERRRME S [E2 3.1 FR 0 1SO MfEHIE
e (IS0, 2018) » 5% 3. 4 52 GDPR JiA i
ANERHRE G R HEZE - K 3.5 2D

H] (Microsoft) i£#5 A E4K#E ISO/IEC FDIS
20889 $2 H A 25 3 L Bl BEL A 04 e FH 15 5
ZHEZE W R HARHEA ARG 2%
1E5— 518 - REAE R LB &R

ZIEHERE

< 3. 4 CDPR ZfE#K

[ 9:K (4 B ¥4 Ardcle 11 Z &K #F Ak EHA /B
(Identified) (Identifiable) (De-identified) Anonymous /aggregate
W35 E K (identifying data) o - . .
B ## % (Directly linked) = & & &
E%U (Known) N
AR & (systematic way) o o . .
1 (B ) BA ((ce) * = & &
identify)
Fa ##FHE%]L % (specific person) o o o =
A B (Relates) ~ = =~

Y

. GDPR article 11 L&A LR RERTF - LEEHEHL

o FEAEREZ(B)SANEAEE PUBHA T RERGAERS  IE - REFINERAURANEHEHE -

b EHAELMBEWE PUERFEARARTHEBEERAZEH IR (FTM) L@MEEA -

2. ERARIR : Hinze, M. (2016). Viewing the GDPR Through a De-Identification Lens: A Tool for Clarification and Compliance.
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& 3. b REGRERBRAENEZBRI Tz BALENR

1 2 3 4 5 6 7 ]
ed ¥ h BH|SHs |BES @ i BE|ESH B m
g |2 §¥e St gz loM| 36| EH|22E| 5E
j['-"-‘-':f'ﬁfﬁ_ 'In_?f: !a .)_r “ _'_’3.' = ol gl‘f g:-é u?,‘ ﬂ.=1m Eﬁ
A mleem| 2m|286 288 | 3| Z—[EEBu| &1
(Sharing scenario) =i |ECH g =2m| Fy| 82| SmlEaw| ou
oL lEa Eoi le g0 2. F= ool el TR 8=
o S8 | Sm|esE| B | s | SA[ Bx:| SK
sr| sit| Sit|g8w| Zm| gi| ZH| @| 58
[=] WE: e __EI LH &'”-{ "= :'J_I. = e
$i| o | zil|Esn| Ex| E3| 85| €| §8
aw| 2| BH|2RH| ch S| 29| 84| €2
s F2| Bi| gE| x| x| §| 5| g1 82
42111 {1-(De-identification) o| &m| 29| x| 2% 22| 55| “5
iki( technigue) e | & 25| 8 & Ew'ﬁ g 5 g o
g 2 | Wl 2¥| | ° 3
1 i
o] R R R NA FF3
2 | R O A R (P seudonymization
with controlled re-identification)) i b it AR
3 H£1 . {H(Pseudonymization) R R FFs FFS
4 FERURBITY (Masking of identifiers) R R FFS FFS
5 O B L ) B Sy ST (Masking of
outliers and selective quasi-identifiers) R R FFS FFS
6 PSR S R TH(Generalization of
selective quasi-identifiers) i i FFS FFS
T | PR ESR B FF(Randomization of
selective quasi-identifiers) R R FFS FFS
8 | FHPPENSHEREITRRTERES £ S Implementing K-
anomymity model for quasi-identifiers) 2 & ot i
9 dfe | S E N Creating synthetic data) o 0 R R NA FFS
10 | e s Generating aggregated
datasstatistics o o R R NA FFS
1| W SRR ERE SR Implementing DP
server model o 0 o o] NA | FFS
12 | Wik '-".'-‘;i-':‘.%#‘.-"'r..';L‘I'.‘.#t:‘;tlmplemenﬁng DP local o o o o o NA
0 | R FFS NA
FRsF R A7 1 s T B e  #§
(Conservative) (Optional) (Risky) {Inappropriate)  (For future study) (Mot applicable)

FE AW SC AR R P TR B T R K T (R AR T A B A sk A S B AR B TR A R R T R AR R T i o
O DP & T £ B (differendal privacy) ) ZHH - AEHETIBMA P NS THA (BT ), UREERELN TE

HEZFHE—FEEAPI ZHFATHER , 81 PIERMA T % (180, 2017¢)
F R AR ¢ Oric Levin and Javior Salido (2016)The Two Dimensions of Data Privacy Measures, page 3, Corporate External and Legal

Affairs, Microsoft.

[l 3.1 T PIIPES]I#F BT PIER
HE 2R EECEE3. 4 R3.6
Fir7iy T & SR ELE BT (Information and
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Communication Technology, ICT) fit J& &
Ak & # (Supply Chain Risk Management,
SCRM) ; #HRH ; [ 3. 5 &2 ICT SCRM Z#E(L,
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B 2 2 p %38,3\}}” y

LN | SRR/ BRI EAS THZ BB S bR o T B L CAIRYE
HAtamy B > 72 T HFMEEH (Component EAEZE 37T BHBIA (BB BmE
suppliers) s » [& 3.6 /& A ut " & W5 X &K Z£ > 2015b) °

1. ISOVIEC 15288
2. I30IEC 1502643 44 5 7|
3.IEEE 1062

# 4t TR (System
Engineering)

1. [800EC 16085 LA 1. ISOVIEC 270364% 4 4 7
TR0 < AT o] e - b AT e 2 J 27 L%
X _._I&CI.IEL _.093 e 7 18 (Rask (Information 2 ISJDI _IE(E _UDDH‘».F #5
3, ISOIEC 310004% 4 % 5| 3 [SOIEC 1540842 4 & 7

Security)

ICT i i 4
(Supply Clham)
i T Assurance)

1. Microsoft Secure
Development Lifecycle
2 ISOIEC 2705365 3 5 &
3 ISOVIEC TR 24772

AL A
(Resilisnce)
LA

1. ISOTEC 2000042 2 & 5

4% B (Supply
Chann) e & #)
(Logistics)

1. ISOTEC 280004% 44 & 7|

& 3.4 “%‘%ﬂﬁiz@ﬁﬁﬁq (Information and Communication Technology °
ki ICT) #t & 4# (Supply chain) JA B & (Risk management) & K2 7P| A R

& ﬂ';ﬁ/}ﬁ ¢ heepy//www.dhs.gov/ (2011-07-01) -EE—Z)SE%%

< 3.6 ICT SCRM RFIZX (1S0/I1EC 27036: Information Technology - Security
Techniques - Information security for supplier relationships) &%

Part 1 Overview and concepts :2014- 04- 01 -

Part 2 Requirements :2014- 08- 01 -

Part 3 Guidelines for information and communication technology supply chain security :2013- 11- 15 »
Part 4 Guidelines for security of cloud services :2016- 10- 01 °

2 T ER 2011 FAAF 0 2016 R ©

PIMS HTHRERIIAEZ ICT ZESL g
an " EmESHE R FE RS 0 T Pl
el & P EHEAE EEHE&NL ICT
SCRM # I FRRA JEL g
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Customer/Acquirer Integrator Standards Body
Will seek business partners who can meet _
Demands certficate as Trusted Technology Provider requirements / Vil seek ways of achieving
evidence of conformance N market up-take! integrity
to standards of standards

Patners /' sandands
Process
é Alliance
\ ,

Business Partners Process
Component Certification/
Suppliers Provider Accreditation Body
May be hardware, software,
global, open source - or nol

Wil seek business pariners who can meel Must be independent &
- multiple supplier layers Trusted Technology Provider requirements

vendoriechnology-neutral

3.5 ICT SCRM (Supply Chain Risk Management) 1% B4t 2 7 i / & 45 / A% 09 64 46 0 = Bl 2 (ISO/IEC 27036-6) TR &
2% F © The Open Group (2012) Open Trusted Technology Provider Standard (O-TTPS) - Mitigating Tainted and Counterfeit Products
(Snapshot), Figure 1, Page 5, February 2012 ©

#% © O-TTPS B 2018-01 2 2018-02 A % ISO/IEC 20243-2 & ISO/IEC 20243-1 Z B A2 &

LT EEEARR L AR
ERAHN " A (Integrator) 1 R " HERH (Provider) s & BEE K 37 2 " AR EMHE (Standards body) 5 2

A7 8 ISO/IEC 15408 2 AT SR H 4 A2 Bl "B/ 38 (Certification/Accreditation) # 4% (Body) j 2 38 3% - [ %4
WAL R FAME 36 F T ERE (Bvaluation laboratories) ; BYH#I 3 ©
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% ;1'53 ﬁﬁ P sRee

IC manufacturers (nfineon NS 1300 Renvesas Lyf o

patars e b
elecironic

‘Smart card manufacturers and issuers —

gemalto CB Giesecke & Deviient (Dhoithie S SATAN

Evaluation laboratories /Certification Authorities

~2SRC T--Systems-
Algemene Inlichtingen- en
Velligheidedie
T HﬂLEE W "‘TE'-_ "‘:";{I::Ilr'-lﬁ'r:::nlnncwe';h—.rn
Trusted Labe

Keninkrifhirelaties

3.6 ISCI WG 2012 Contributors

E# A JE ¢ Dr. Gurau, W. and J. Noller (2012) Minimum Site Security Requirements for the Smart Secure Device Supply Chain
(Presentation), Sept. 2012, 13 ICCC, Paris.

x3 7T EHERAR K o ERRBEHEEEREFRIRERT
1. ISCI: International Security Certification Initiative.
2. HEREE
2. 1 EiNL R EH A (Information Security Management System » &% ISMS) : ISO/IEC 27001 °
2.2 ISMS Z#EflH i - 53 TEEE R, - AET 25 (Mandatory) BEKERIH
2.3 3815 ISO/IEC 15408 fFHERFIZ Site certification ©

5}%%*"’ : CCDB (2007) Site Certification, Version 1.0, Revision 1, CCDB-2007-11-001, October 2007 ©

FRAETFT - MBI -PIMSZE  Ef .« AABHEIERGIELE(LE

fE+ Bx ¥ & ISO/IEC 27001 ~ ISO/IEC RBEEEZEENEKEB2EE - 1€
27002 ~ ISO/IEC 27005~ ISO/IEC Eim

27009 ~ ISO/IEC 27018 ~ ISO/IEC
29100 ~ ISO/IEC 29134 ~ ISO/IEC 29151
Gh - RIEHE A H P2 i 48 7Y ISO/IEC
29151 B %1 _E ISO/IEC CD 27552.2; {4
S Ui L S Al 75 U] P 0 1) 5 i 5 B Al 5 7K
% 2 ISO/IEC 19086- 1 ~ ISO/IEC 19086- 3
Eil ISO/IEC 19944 LI J% ISO/IEC 27017 -

2015 7H17H W #H " K&
BE BT ORBUE 2 T EENNL L EE 0 R
17 BB 7 5 B e R AR BRE A AR o B A HE Ay
% 5 (Bureau of Standards, Metrology and
Inspection » f&f§ BSMI) & H A& 4. 1 FioR
HYJTEERE] - AAIAIE 4. 1 PR TR HE
B R BE R ROV NS RHRE AR R L T
THH - " CNSISO/IEC 29191) 29191 HE K
HIE o JEEHIHEE 5 1 CNS(ISO/IEC 29100)
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29100 2 £ 7% Il A ] 58 5l &8GRy = S ’fE
2 A5 HERT KL J IR

BSMI #f H 017 4. 1 BEL 3% 4. 1Z,UE§EI@ K 20155 ZALEFETEBERE » 2016) -
B (TR - 20125 fTBRBE > 2015a ;5 1T

ENETDE ¥ ACEXY

T.wﬁﬁ:,a:mﬂ‘n
A
5 A S LY
GRHBPsRE | ERE AR (RS HARNR,
PSR | g R RIS
| j']'?iﬂafiﬂ Y
: " WeiiB A 0 1S0 29191 %
S i i KFHORARS
*ﬁﬁ*&*& Lo [ i 20100+ HEA
CrEEFRM T | BURME - RS ¥
RURCE e Rk (R EAE A Topen data, PR K v ] E B A0 40 R 1
EARBNEE) % B 3 32 (4027001 ) 5 {8
| T M b1 ARG — 3
iy ok BB AR A A8 5
& A #

(A & "open data, 8 HF)

B a1 EATHEEA T ERE —EFEDFLERERLEAAE

FHAR - EATHERA R (BREH) - BEH - 2015-07-14 (FFR B R R BB R A TR H BT
TR ek (AT AR R R TR ) -

& 4.1 TERESRBIR 2 EAE R RERRN 2 IHERIRME

- CNS 29100:2014- 06- 04 | ARIAREEE - i CRESRIE IR AIRE SRR B S AR HE
- CNS 29191:2015- 06- 10 | A B Z238 5L 2 #553 B 44 BILER o3 = LAt Y B S A e
HEBFL: o ke H EH’%tH‘ljﬁﬁﬂﬁJHW%T?SF@@EE’J@ET%E‘WE?% )
o SRRl USRS - N DR - BERIERE
i . ffi%%ﬁ%/b@ifﬁﬁﬂﬂ%&ﬁ&%ﬁ
o F AR BLSE U] DL A B PR B

FHAR 2015 F 7 A 17 H > REEBRITEZGE  BFHH AL DHEMRZE/ GLHE -

TEABER LML o TSR EEERER AN T R BUNRERRE A
i CEHZ2MET EREHEN LR ERERN B BRI EAEE  gEh  BHR
FFAEINY 1SO 27799:2008- 07- 01 58 57 EH M 4. 1 AUREHE(LAEZLL/T IS HEEH B H W
B H B VE JHE 405 & 1SO/TS 25237:2008- 10- ELATZ ISO/IEC 29101:2013- 10- 15 SEAEHE

01 PIRRZEEHEE » A 2015487 H 27 A T &y HIRSEm - 208 4. 2 B CREPEED » 2015) »
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«CNS 29100 - CNS29191 (8 .
[SOfEEEH » B EE)
+ElfFi#Mopen dataZ B
FEwEHRFR
J
BB
) [SO 29101 S1ERRE 7
m EHEHEIEE EA
VRt WHERLAEESE
ﬁ TR
mﬂﬁﬁfgﬁ BREBIEREE, ) 4
75 | B
<fE¥ie BRERES LGS
EBEER(ES RSN
iR ENE W) J

Computer Agdit I!gsnciation
% ;‘lsé"‘ ﬁﬁ P sRee

42 BEAE R FHA CRERERE

H AR ¢ heep://veaiwan.ow/personal-data-protection/ T B AE AR # AL | BB R ER ST RIERE - B 12 (EBRERBRE
MABA BT KDY F 9H ek 0 2016-02-23 - HMME - LEHZLERERE (REFH : 2016-02-23) °

2015 6F 9 H 17 H - B850 HRH T 3R
A ANB RS AR LR ARTE Ak
HEAE (fTEPE > 2015) » #IHA © E£3EH
b SRS~ REEITECE (£ EHELE
TERIBRRETE - £ H 8 A HE B I o B
M T BAE R} (Open data) | H3E " EH1E
(Anonymised) E¥} (Data) JBL" A3 (Non-
retraceable) Z #tHE #(t. (Pseudonymised) &
FE AR s KRR R T A
R R LR R BRRE BOR Bl i 1
Bee il - 1CT 1TBE JRRAITHRBIRERH (1)
(fTBLBE » 20152 5 1TBE » 2015b) ©

20154F 12 H 21 H - T{T B BE B R &
WML EEWE 29 XEEFHE o NEHEK
SR T A ERIE AL » KR 250
By [RIFRFEE R BRI A 22 A e A it

g A (fTBeE L =N > 2016) ©

4.1 912 ISO/IEC 29100 ~ ISO/IEC
29191 FHALHE B FAY FHEE A —B > B

ARG 5 HirR ISO/IEC 29191 {4 R3@f% ™ 4
PRE AW o2 T AT R E T A R
b o WY BRI i 2 25K SR 0E (IS0,
2012) ¢
FEE ZER MR B R T Y BT
AR OB AT RESKR EH 2% T+ AT AT RE
Ry T R H CHyB R IERE M B2 Bk
HRERS o T D BB AN 75 B A R 58
BEB A H IR - SR N A
TIERUSHER LB E R - BE &R E
TR (Query) AN EBIS LB AMEE
KHE » GEFTfEE R AT H HARRD AT IR
BRI B8 - DIEAE P BRES - BT
53 Ry DY
1. EFTE R ELSRE B R ENE
K Edgr -
2. EFTEIRE SR R RYR ER
ﬁ o
3. EHTER B BT AR SR B AT
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&R S - STERENAC TH - BERENEHES
4. EFEAREE R RS SEAE B ST IIRLE B T AR A P E o P
FHEEH - EEIMbc EREEEEEER » £ 4.2
] B 8T 5 1) o2 MO — i 1 S AR e A & W i BRI BT R -
B Z MBS - AR AT RSN E AR Ry
F4 2  FTHHB Re-ldentification) FrilTEERE
Heffii (Techniques) BIEGA
APk (Singling out) ERBERENRE - 2R B RO 3248 (Data principal) 43-#

HE (Linking) .

SHEE D FIE DL EAERIRRRTEOR AR P RACER - SR A RO R PR — R EOR

HEBT (Inference)

A/ NIRRT DIRE R — AR (Attribute) HERTH 53— MBS -

NGk o0t BHERPEER
(Indistinguishability analysis) | #5071 o

FEHHITEIE (Computations) BRI LU E HE

B ER R E R

0 B A £ (Daca principal) UL IF TR E— 8 (EA ~ 418

%% % #} : 1SO/IEC 2nd CD 20889 : 2017-06-09 % 7 #fi o

Al T AT 2 B E AL RIRE
L 8 A B G 1 A 55 Bk 2 5T R A A
KA 1/30,000 1 BB BBl & L H
# ( Blakley and Borosh, 1979; A. K. Lenstra
et al, 2012; &7 2012; BEERIAE « 250
¥ > 2017a) » H GDPR f2H 2 #E FHAIHEIE
AR E Ty " BCER |+ BRAYE
HEAEHEEIZ - 245 -

1. 2/ GDPR 2 " #EHAL EFE - &
FrEFRIE " A ERREEHR
EihbZ e

2. MPAEFTER " BEA(L BT
U ART SR L S B RLZ B

3. BYEHT EHTAR RS AT (BT RRAL
JEBREEE: A -

FERTAT I - PIMS 1Y T A HE(L | TR

B H IRBEE Rt & BHER 2 kA S i DA
B HERE - A RER A SUAE BB 5 R AR By
—#% > 2211 [SO/IEC FDIS 20889 K& .
MR RS - FESe R T BRI E R
o B TR BRAL AR T E AR

JH] 2018/07

s EEAAE e

VR RERF ) 3 F R BURE R AR -

b TE BE R B R R HE IR I L IR
7 (rpig N\ RAFIE R 5 E 2 EE s
Hafs ) P R A LS R B 0 2017) 5
DURe g 2. 4 B 2.5 s > 1T HE 3 A
& T EREHINE .2 T3 nﬂﬁ%m@;ﬁfﬁﬁ
HI SR R IE B PR RS i T 8 A ERHE
AR 2 WRERE L TAETEE » AGRIEE T E
o E s BT RRALEI AT L 2
[« NEFRTEF R BRI — @M - 1
EEERAL A ERETFEE ( Brooks et al., 2017;
Garfinkel, 2015; 1SO, 2017a ; ISO, 2017b ;
IS0, 2018; 1T BBt » 2015; B A ~ 221y
B 2017b) » WiEME GDPR X EE * Kk
FL AR R S AN A (Garcia et al., 2015) ©
2004 -6 H 14 H » TPt ZH+
550930086121 SRR T 7B P a8 25 1

B EEEREEEEEESEE JHE=
B (PY) SKBUE T AR IR B 1

FLHEE - ARERRAS ~ et S B A5
Fo ERERZEME - o DLT HABR L
s CE AR ?&X&?ﬁ%ﬂ#ﬁﬁm JATBUSEAL



B HIE 3E  BAE B G B B B VR A SR
aFAL - H T BB EET AL (Regulatory Impact
Analysis * RIA) {FZEHEFEHELZ -
ba% " M ABER LB S FRLYE
HETEF R - EERERRTIIERE
4 (Confidentiality * C) ~ 584 (Integrity *I)
BAT]FIME (Availability » A) A2 USRS
AV A TEiEE 5 GDPR 26 4 BR3KEE (5)
THEFEH T BEE 4 (Pseudonymisation) | ZHT
EFE T EREEAERREREE - fE8E
R A EE SN AR IE DL T A E A
ERHEREN R EER 8 - HAld 2 8
B A ZE BLE A Bk~ o AR -
52 1 iy B AL A g 25 i e A DR B A
B R A 3 B A L B A B AT B R 2 B AR
A+ BB B3 52014 4 12 H » BURTIER
TR CIA HA% 2 HE (Goals)
1. ZE#EM: (Unlinkability) © FERAAHRES
BRI RERS R R A IEE R o

2. ERAVE (Transparency) @ 7] DUEEATAR]
ERTEE B B A - EER - B
i LA ARG B 2 P AL AR
HIERR I -

3. TAJFAfEME (Intervenability) @ ¥f51E
B EAE T FERAHERNTE KR
B geErTAAYTE -

Al CIA E R B HA - CAAR
2016 5 4 HEny @ Ry T EaEtE TR
&k (Data protection by design) ;& " &
F, L #E (Privacy engineering) ; HY ISO/IEC
27550 FEHEALET B Z SR W SE N R 2
#1 ( Garciaetal., 2015) ;2013410 H 15 H
INARHY T BB RLZEREHEZE (Privacy architecture
framework) ;2 ISO/IEC 29101 - i#@fE R " DL
THE BRI HES TE R R (Data protection by

Computer Agdit @isnciation
;!E; ;‘é‘ ﬁ} P sRee

default) ; FIARHE » [ff ek 2 HEIE/B
A T RRAL TR (B T BBRAAARAEESR L 1Y
Roiifs T {EaEt = TIRERRAL (Privacy-by-
Design, PbD) | HYAE#E » PbD B2 T &R/
1. (Data minimization) | 2 ffHl N ERIFEE
fF & It 5 » PbD £ #9 A GDPR ( Official
journal of the european union, 2016) ; 2017
F1H - KB IR QAT A R B R fE Y
CIA 2 " 41 B % (Disassociability) j~ " AJ
T8 Ml P (Predictability) ; s " A & B M
(Manageability) ; H9J 3 I H B9 (objects) &
€% ( Brooks et al., 2017; Garfinkel, 2015;
OMB, 2016) * 78 & #§ A Hi it ISO/IEC
27550 « " MLz WTRAKRCE 5 Hifd PbD
A& 2. 6 A1 PIMS A #E{b 2 SHEFE Je
HFE U0 1SO/IEC 15408 AZH#E R %1 Y £ 7 3]
g (BEERE - ZEI9EE - 2016a) Z EIEEHE
HIES] - HBEZ -

M REHET] DL AR IR B AR B A HE(L |
EFCRLURRAY ~ FLFEIR ~ Wa— S5k
REEALARRE T IE 2 FNER DA R - 5 15 4
A > T ISMS Bil PIMS B VEANLLE RS
2 R iRy B HEAED - ARG T
FEAH 2 T RiRESY - REEY AU
ki Ry T PIL EERAL J A9BRREATHER]
FBilEE - PIMS HEHEAL 2 I 9% B B it 0
LB G H AR ISMS 2 B g BlRTEE
Z2 ] - BEH R E AN SRS - R
2000 fFEHT R B R 2 ISMS B3y 22 - 2
ENGIEIE &y UEPER e FRlEa S A
RO 8 TRE 2Ry - DIEZL R
Z Rl ITE BB L AT E R
20139 H2HZE 10 A 31 H - IERE
% T ELRES 2 ISMS RIS i
HIER AN A FE S - BB ISMS FE 8% LAE
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i 55 12..

% 38 £

AT S - MEELHIRE i/ N T PIMS BRaE bk
HESUEEHE (ISO/IEC 27006:2011) 52 " %
FREER o (1 2 ISO/IEC 27006:2011 1 © %
FH#8 (Router) ; il A R HI G HIE - &EL
fZAME) HEWEEZEHREYE
E A & B R A A S R 2007~ 2013 3 5%
“Switches” Gk "B ,0 201452 H A
WIER " Ay o —ZERIRK - & AR
(W EE A 2GR EE S G 0 2007; HFE
EANEBEFREEST  2016; HEME - F
T~ BRI ZE 0 20152) o T LACEHD - Mk
FIEES o B R BB IR R HHELSN » 5
— % ISO/IEC 15408 FZ ¥ R %1 A 22
il 45 i B E B9 BE BF 5 B (Government)
ZEEANERRER R EHERENT
X #% BH (Administration) & & B 0y H H
(Accountability) BEfs - U — (% UPIMS
Bl b =R TREE - ¥ PIMS BREERY
WiBL 2 2 5] PIMS AR HE(L 2 HERR 5 B B
2 [ 1 A E R A DA e B B I 3 ISMIS
PIMS " T hHER | 23815 - AR HIEM
%7 ISMS B PIMS 1y #E (L - BEE K
TIERAN e 5 (BEBIAE ~ 2=~ 221
B8 2015a 5 BEEIR - ZEHTER » 20150 5 22
R~ EEHFER » 2016a) » ASCERETHINAER]

{E Ry PIMS BHE(LHUR 2 2% -
fr DRk TEEARE o R TERE
(2018 5 ~ 2020 4 ) JEHESKR T 178k BE L4857

B PIMS & " AT R HERI] | RFE AT AR I BN
[FlfiE 2. 1 :Z PIMS BIZAFAERES f HATHEAL,
T R (2020 FE ~ 2022 4 ) 0 HANT
PIMS FY[E] 3. 5 Bl 3. 6 & 5F5 DL HIER AR
i f HAPAL ELRIEA R RE )T 5T R AR (2022 4
~2024 4F ) | » FI7 PIMS Z ik
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BB« AR E AR L ISO/IEC
JTC 1/SC 27/WG 1 2 K A 2 fit ISO/IEC
CD 20889.2:2017- 06- 09 ~ ISO/IEC CD
20889.2:2017- 10-23 ~ ISO/IEC FDIS :
2018-06- 19 ~ ISO/IEC PDTR 27550.2:
2018-06- 04 ~ ISO/IEC WD 27552.2:
2017-06-01 > ISO/TIEC WD 27552.2:
2017- 10- 17 ~ISO/IEC CD 27552. 1:2017- 12-
08 Bl ISO/IEC CD 27552.2:2018- 06- 04 19
BTG - BUETRERITRAR/KECER - BOR
BT !

SENR

1o AR IR B R E &
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02017 @ [EELZEEAM WAREEE
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2. TEBE » 2012 » < flil N & RHR L BRER
6 TR S 25 54 TRIGRRIAN - HERRSCH 2012
F10H 1 HiETT > TERZEETSE
1010056845 584 -

3. ﬁﬂf&ﬁ?ﬁ’2015a’<?ji.{l}\:f*41%§’£
LB LA 2 ARHE > - FEZ RN
1040144764 51K ( f4- 1) ©
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6. ITEBEE WL EINZE > 2016 B =it
FH 1050150057 5ERE © 2016- 01- 05 °



7. LB EL 0 2014 0 FEFRFE 10303513040
RRA o

8. J& 37 3 » 2012 » Cryptoanalysis in Real
Life (Presentation), 2012- 07- 21 P.M.
13: 00~ 13: 45, HITCON 2012( fii % : J&
HAZ IR 2012- 07- 21 fE e R HE 2 I 55
MRy - HEUS —EBENAWER - H
n 1=p 1xq&n 2=p 2xq —> q=gcd(n 1 * n2) °
RELLRGH ) -

9. EEfTEUERE » 2014 > 103 FFJE A7
600 BEFIGE (2014- 11- 13) ©

10. 5% =0 F7 BB » 2017 » 106 42 5 H 758
54 BRHIPL (2017- 01-25) °

ISR

11 5RPEER » 2015 » FRAERFFEE 10420050540
TREA ©

12. 2L EFEITBOERE » 2016 » 103 4 &5k
B8 120 5EFPR (2016- 05- 19) -
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(ISO/IEC 27006:2015) * TAF-CBA-ICC-
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WB L RRHEYIER © AREER S REY
LA RN B AR R A B o B g 55 1
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Abstract

This paper explores how changes in government financial information can affect
the audit risk of National Audit Office in the context of big data and how to respond to
changes. Finally, from the conclusions to make appropriate recommendations to reduce the

audit risk that auditors can afford.
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Abstract

Since the vigorous development of IT industry and the great impact on economy,
advanced countries have promoted transnational information integration plan and related
policies. The right of health privacy is a kind of privacy, and the difference between it and
the general right of privacy is that the right of health privacy than the general privacy is
more highly sensitive and confidential. It is easy to make an individual subject to criticism
and even discrimination from others.

Under the operation of the legal mechanism, it is possible for patients to control the
use of their information through such means as giving consent to disclosure and privacy
and confidentiality, but because of the nature of the supply of medical services, patients
have to relinquish these rights. Therefore, the emphasis on informed consent should not be
in the narrow sense of consent, but rather increase the patient's choice and participation in
disclosure of information.

Referring to the relevant experiences of other developed countries, and the current
legal norms and future development trends in Taiwan, the following recommendations :
First, the proposed development of health privacy protection Law. Second, to improve the
Health Privacy Information Protection awareness. Third, the construction of information
security management system. Fourth, the establishment of the Information property system.
Fifth, the strengthening of the legal mechanism on the consent after the notification. Sixth,

the proposed strict promotion to identify the legal norms.

Keywords : National health insurance database, Electronic medical record
systems, Information privacy, Medical information, Personal data protection law
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Organizational data protection is an important issue for all enterprises. However
due to the procurement and construction time and design considerations of information

systems, not all systems have data protection mechanisms and leave a audit track
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From the perspective of audit and data protection, any information system should

be effectively audited and its information should be protected. For the (old) information

system that cannot provide audit track or data protection, we should also try our best to

conduct effective data audit and data protection. This paper provides an external solution,

which can provide another consideration for data audit and protection. At the same time,

the method provided in this paper is also applied to the implementation of the old system

(a signature verification system), and indeed achieves the purpose of data audit and

protection.

Keywords - Audit track, ISO 27001
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Mobile applications have developed rapidly in recent years. A wide variety of

applications can help us organize our work, let us see all the latest information at a
glance. So life becomes easier and more fun. Developers are working to improve their

mobile applications constantly, making these applications occupy a large part of our lives
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However, the issue of data privacy has also emerged, and it has become a hot topic of

discussion. Even everyone has become conscious of privacy, many users often click on any

message that appears on their phone because they only want to be able to start using their

phone software as soon as possible.

In this paper, we use wireshark to detect and classify the privacy risks of mobile

applications. Then, we use Mitmprox (man-in-the-middle) to analyze HTTP (S) packets

sent by the mobile applicatinons, monitoring whether these mobile apps send data to the

server without the user's authorization. And observe whether packets sent by these Apps

contain information that should not be obtained.

Keywords : Mobile apps, Privacy leak, Packet analysis
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Abstract

The rapid development of mobile communication and mobile localization technology
has created a new research area - Location-Based Services (LBS). Nowadays, the
widely use of LBS increases the importance of location privacy protection. At present,
researches on privacy protection in LBS have achieved certain results. However, in LBS,
the quality of service and the privacy of users are contradictory, how to better balance
the contradiction between them is the emphasis for research. Therefore, location privacy
protection in LBS not only lays emphasis on how to protect the privacy of users but also
a series of relevant issues brought by privacy protection. Thus, the best approach for such
research is to investigate the nature of location privacy problems before relevant protection

solutions are derived.

Keywords: Location-based service, Privacy protection, Location-aware location privacy

protection, Anonymization, K-anonymity, NN query
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1. Introduction

The rapid development of wireless
communication and mobile database
technology boosts the need of mobile
users checking any information anytime
and anywhere becomes true. The relevant
development of location detection equipment
(such as portable phone, GPS and RFID)
provokes a new research area — Location-
Based Services (LBS). LBS require users to
provide their location information to LBS
server when sending service request to LBS
server. The server then provides the search
based on location sent by users. LBS make
the mobile users able to gain the service
information related to its location.

Although the LBS and location
technology provide users much convenience,
LBS server needs to obtain the user's
location information before it can provide
the corresponding services to mobile users.
However, LBS system cannot guarantee that
the server would not leak or use the user's
location information illegitimately. In other
words, LBS bring the great challenge to the
location privacy protection of users. In this
information explosion era, data have become
one of the critical resources. The emergence
of the methods of large amount of data access,
sharing and extracting information from data
makes users pay more attention to privacy
protection. Users need to gain the high-quality
service under the premise of keeping the

privacy information safe. In LBS, users expose

Computer Agdit @isnciation
;!E; ;‘é‘ ﬁ} P sRee

their accurate location information to the server
and such information severely affects the users'
location privacy.

In this paper, the nature of various
problems of location privacy is analyzed first.
Different methods for current location privacy

protection are then discussed.

2. Literature Review

Gruteser, M. and Liu, X. ( 2004) proposed
a novel sliding window strategy based on
the power spectrum analysis for the accurate
location of eukaryotic coding regions. The
proposed sliding window strategy was very
simple and the sliding step of window was
changeable. Their tests showed that the average
location error for the novel method was 12
bases. Compared with the previous location
error of 54 bases using the fixed sliding step,
the novel sliding window strategy increased
the location accuracy greatly. Besides, the
consumed CPU time to run the novel strategy
was much shorter than the strategy of the fixed-
length sliding step. Thus, the computational
complexity for the novel method reduces
greatly.

Spatil and Sutar ( 2015) mentioned that
various services are available to us by just one
click on our mobile devices. One such service
is Location-Based Service .User sends the
query to service provider to get services like
nearby restaurant, friends in vicinity, shared
his/her location with other friends, rendezvous

point to meet, etc. There are various threats
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to privacy when user shared his/her location.
The information could be misused for stalking,

home invasion, political loss, etc.

3. The Analysis and Discussion
of Location-based Services
Privacy Problems

Location is very important for the future
of mobility world. It creates a new social
association layer that adds us to the background
of posts, photos and helps us to discover the
world around us. The success of the LBS
industry depends on the public who are willing
to use location-based services that also increase
the security risks.

Deloitte (2017) released that nowadays
tens of thousands of applications are developed
for smartphone location capabilities, and 74
percent of US smartphone users use their
phones to access real-time location-based
information. Also in 2010, over 2. 5 billion
photos were uploaded to Facebook in a single
month and many individuals in these photos
have been identified and tracked by facial
recognition software. In addition, the rise of
cloud computing has made storage of large
amounts of data available to nearly everyone.
As there are more and more LBS users, this
motivates more criminals steal user information
for commercial or illegal use. Every year, tens
of thousands of people are affected because of
privacy leaks. Sometimes, such privacy leaks
may be used as forgery for illegal acts.

The following is an example illustrating
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the impact of privacy problem. Assume a user
uses the phone with GPS function to find the
nearest bank from where she is now. This is a
common nearest neighbor query (NN queries)
in the navigation system. This query is sent to
the service provider, for instance Google Maps.
The greatest privacy threat of using location-
based services is the privacy leak. In other
words, exposure to the user's location and the
knowledge of the user's location is subject to
time and space-related reasoning attacks, e.g.
inference attack. Similar to the above example,
another user may not want to let people know
where she is now (e.g. hospital). Besides, this
user may not want to let anyone know that she
has made a certain aspect of the query similar
to the first user who does not want to let people
know that she will go to the bank to carry out
some kinds of transaction.

In fact, location privacy is a kind of
special information privacy. Information
privacy is defined by an individual, an
institution or an organization, when, where,
and in what way to share information with
others, as well as the contents of shared
information. The location privacy is to prevent
other people from learning about the past,
and now the location of the object (e.g. the
path walked regularly), the walk frequency,
user's interests (like the preferred store,
preferred club, preferred clinic, etc.) and
other privacy information. While the threat
of location privacy refers to the attacker in
case of unauthorized access to the location

of the original data, the use of transmission



equipment, eavesdropping on location
information of transmission channel, etc.

Location information is about personal
privacy, access to computing and reasoning.
For example, the location information can help
spreading malicious advertisements to users
gaining access to medical conditions, lifestyle
or political views. It can also be used to find
out the location of the user who has visited
which hospital, in which the entertainment
center and so on. There are three ways to leak
location privacy: The first way is via direct
communication. It refers to the attacker who
gets the user's location information from
the location of the device or directly from
the location of the server. The second way
is through observation. It refers to attackers
getting information directly by observing the
behavior of object. The third way is through
link attack. It refers to the attacker connecting
external data sources or background
knowledge through the location to determine
the location.

From the above, we can come up with
two main aspects of work to protect privacy.
First aspect is location anonymization.
Anonymous method (Mokbel 2006) is about
separating user's information (such as location
information) from user's real ID information.
Anonymous refers to a state, which is
composed of a collection of many objects. It is
hard to distinguish every single object of the
collection from external to inside and thus this

collection is called anonymous set. Location
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anonymization refers to the system making
sure that random location information cannot
match to a specific individual, organization or
institution by inference attack. The location
of the LBS in the anonymous processing
requires a certain means to handle user's
location, making the individual location not
able to be identified. Second aspect is in the
LBS system inquiry processing. The location
information is not processed by the user's real
position. It may be a set of multiple locations
or a fuzzy (obfuscation) location. Therefore, at
the location of the server, the query processor
cannot continue to use the traditional mobile
object database query processing because the
latter technology is based on the exact location
information. It can be improved and modified
based on the original technology, thus it can
adapt to the new requirements of the query

processing.

4. Protection Solutions to
Location-based Services
Privacy Problems

Location privacy protection is the ability
to prevent other individuals or groups from
knowing the location of a user's current
or past. Location privacy information is
composed of identification information and
location information. A static attribute or
characteristic of a user is used to uniquely
identify a user. Location information describes
the whereabouts of an individual or group. The

traditional location privacy protection method
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is mainly based on the two types of information
that constitute the location privacy information.
First method is to provide accurate location
information of user to the server in order to
obtain high quality information service and
hide user's ID information (such as anonymous,
false name etc.). Another method is to expose
user's ID information completely to the server
and hide user's location information in order
to achieve the purpose of location privacy
protection.

Mokbel, Chow and Aref ( 2007) described
the location relationship between service /
location privacy and the two types of privacy
protection methods. The location of k-proposed
anonymity technology mentioned by Mokbel
and Aref ( 2007) is the first method to address
the issue of privacy protection. The main idea
of the method is to have k users at a certain
location that users cannot identify each other
by ID. Therefore, even if a malicious attacker
acquires the location information of a user, the
malicious attacker cannot accurately locate
the user from k users. Fake name is a special
type of anonymous method that user uses a
fake name to hide ID. A malicious attacker
may get accurate location information of
users from the server but he cannot accurately
connect location information using the user's
real ID information, thus increasing difficulty
of positioning, eventually achieving the
purpose of protecting user's privacy location.
Beresford and Stajano (2003) proposed an
important identity protection method called

the mix zone. This method defines two types

No.38 ESFERZEAT] 2018/07

of zone: using zone and mix zone. Both zones
are space zone. In using zone, user can require
service and receive service messages. In mix
zone, user does not have communication. This
method effectively uses fake name and better
protect privacy location information. User
has a time limit of using a fake name. For
example, user should use a fake name before
getting in mix zone and use another fake name
after getting off mix zone. Because the user
does not have any communication in the mix
zone, it increases the difficulty of connecting
fake name before and after the same user uses
pseudonyms associated with protecting ID
information.

Although anonymous and fake name is
an important technology to hide user's real
ID information, this method has some defects
especially in space application area.

In order to get target information from a
large amount of information, the data mining
technology has been fully developed. Using
data mining technology can easily figure out
user's ID information from accurate location
information. It is a big threat to anonymous and
fake name technology. Besides, anonymous
method has a troublesome ID authentication
and personalization processes that are
important in many applications. Anonymous
technology does not provide adequate location
privacy protection. Thus, anonymous name
is not the best choice for location privacy
protection.

On the contrary, location information

protection method becomes more popular.



This method allows server to know the real ID
information of users, achieving the purpose
of location privacy protection by reducing
the accuracy of user location information.
Location privacy protection can be broadly
divided into 3 categories. The first one is
the False Location information: User sends
various location information to server and
only one such information can get the real
location. Therefore, even if malicious attacker
obtains the location information of a user on
the server, he also cannot accurately figure out
the user's exact location based on the location
of those information. On the other hand,
because each user provides multiple location
information to the server leading to space
overhead and increasing the server processing
service request time, the mobile clients have to
judge the accuracy of the information service.

The second one is Landmark Object:
User sends to server a landmark location or
an important object location instead of its real
location. Although this method protects the
user's location privacy, it needs the service
information returned from the server to
determine which information is interesting,
thus increasing the workload of the mobile
client.

The third one is Regionalization Location
information: The main idea is to replace the
user's accurate location with a spatial region
containing the user's exact location. The space
area can be constructed according to the idea
of k-anonymity. For example, the location of

the user provided to the server requires not
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only the location of the user's accurate location
but also the region containing at least k mobile
users. The disadvantage of this approach is that
the quality of service will be greatly reduced.
In addition, since the server does not know
the position of user in the region, the server
must select the position in the region as the
reference point for query processing, selecting
the number of reference points for query
processing which can make more information
that is accurate back to the service user. This
increases the server's workload and the server's
response time.

Duckham and Kulik (2005) proposed
obfuscation as a mechanism for location
privacy protection and proposed an algorithm
that would not reduce the service quality
according to the location information. This can
effectively balance the contradiction between
the location privacy protection and the quality
of service. Obfuscation allows server know
user's real information and reduce the accuracy
of location information to protect location
privacy. On the other hand, obfuscation does
not require any centralized server as a location-
based agent that is suitable for distributed
environment, like peer-to-peer system.

However, the above location privacy
studies focuses on hiding individual user's
location information. Although these
techniques are valuable in small-scale LBS, the
value of the application on the actual location-
based database server is questionable. These
techniques lack two main properties: The first

one is scalability. In a typical location based

No.38 FEEFERZIIT] 2018/07




service application, there are a large number
of concurrent users, so the location privacy
protection technology must be scalable. The
second one is query processing. In order to
protect user location privacy, the location-based
database server cannot obtain the user accurate
location information. Therefore, the server
must provide efficient query processing based
on user's fuzzy location information. This is a
challenge for traditional query processing.
Mokbel (2006) proposed a method that
can handle a large number of concurrent user's
location privacy protection. This method
combined the two methods of k-anonymity
and regional position information and
introduced a third party location anonymity.
At the same time, in the server side, set up a
query processor that can process the spatial
area and the spatial region of the server, the
candidate set of the query result is returned to
the user. The method ensures that the result set
returned to the user is as small as possible and
contains information that the user is interested
in. Although the proposed method is to solve
the problem of location privacy protection, it
also puts forward stricter requirements on the
server processing capacity. On the other hand,
the mobile user service request location will
change over time. With the change of user's
location service information, it also should
make corresponding changes. Real-time service
information is also an important measure of
the quality of service based on the standard
location. Therefore, server needs to have real-

time ability and can adapt to the location of
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the service request. Using location information
protection method is to realize user location
privacy protection and making sure that the
location information stored on the server
is inaccurate data. How to query these data
rapidly and accurately is another important
issue in the field of location privacy protection.
In the location-based service system, it is not
only needed to provide privacy protection to
the user's location information but also needed
to provide users with accurate and efficient

service.

5. Conclusion

After analyzing the nature of location
privacy problems, this paper review methods
and techniques of location-based services
privacy protection based on location services.
Besides, this paper summarizes the research
methods of location privacy and the associated
problems. With the further improvement
of wireless communication and mobile
technology, users will put forward stricter
requirements on the location-based quality of
service. At the same time, users will also pay
more attention to the privacy issues that will
bring new challenges to the location-based
privacy research. Existing technologies (such
as anonymous communication, etc.) will not
be able to solve the complex problem. Thus,
we need to put forward some better methods
for the location-based privacy protection and

technology.
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Abstract

The data protection law becomes more and more important, both nationally and
internationally. In Taiwan, the Personal Information Protection Act (PIPA) was enacted
in 1995 as the first example in Asia; and the newly amended version of PIPA comes into
effect in 2012. In the meanwhile, the General Data Protection Regulation of European
Union (EU GDPR) takes effect on May 25, 2018. The GDPR imposes stiff fines on data
controllers and processors for non-compliance. The potential fines are substantial and
a good reason for companies to ensure compliance with the Regulation. With such a
legal trend, the data protection issues are becoming an indispensable element in modern
corporate governance. Among the solutions to protect the business, the data protection
audit or certification mechanism is highly evaluated. The author tries to introduce two
models of legal institutionalization of it: the German audit model and the EU certification
model. Nevertheless, emphasis is put on both the practical instructions in the local
regulation and the operational content in the local compliance, which are the main
shortcomings of the actual development in Taiwan. Last but not least important, the
accounting audit is recommended to fulfill the relating competence, with the conception of

helping Taiwanese government to apply for the EU GDPR equivalence decision.

Keywords : Taiwan's personal information protection act, EU general data
protection regulation, Security safeguard, Data protection certification, Accounting
audit
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CBEGER REEES

https://www.ndc.gov.tw/Content_List.
aspx?n=726A 44EA 5D 724473( & HL H
#A:20184F 6 H 28 H ) - GDPR 15 L #
#% © https://www.ndc.gov.tw/Content_List.
aspx?n= 726A 44EA 5D 724473( 3 B H
#2018 -6 H28 H ) -

HriEiE 2R
https://www.fsc.gov.tw/ch/home.jsp?id= 96
&parentpath= 0, 2&mcustomize=news_view.
jsp&dataserno=201607210002&aplistdn=
ou=news,ou=multisite,ou=chinese,ou=ap _
root,0=fsc,c=tw&dtable=News ; B %
53§52 1 DECISIONS COMMISSION
IMPLEMENTING DECISION (EU)
2016/ 1010 of 21 June 2016 on the
adequacy of the competent authorities
of certain third countries and territories
pursuant to Directive 2006/ 43/EC of the
European Parliament and of the Council
(notified under document C(2016) 3727)
(Text with EEA relevance) ; H 1 23)
The Financial Supervisory Commission
of Taiwan has competence in public
oversight, external quality assurance
and investigations of auditors and audit
firms. It implements adequate safeguards
prohibiting and sanctioning disclosure
by its current or former employees of
confidential information to any third
person or authority. Under the laws and
regulations of Taiwan, it may transfer to the
competent authorities of the Member States
documents equivalent to those referred to
in Article 47( 1) of Directive 2006/ 43/EC.
On that basis, the Financial Supervisory

Commission of Taiwan meets requirements



which should be declared adequate for the
purposes of Article 47( 1)(c) of Directive
2006/ 43/EC( FE L H #A 12018 4 6 H 28
H).

. BXE ¥ Z & (Buropean Commission) &
K w2
sites/info/files/file_import/equivalence-
table_en.pdf( FEHY H ] :2018 - 6 H 28
H)-

. activeMind AG * 2018 &F & [&:

https://www.activemind.de/datenschutz/

https://ec.europa.eu/info/

dokumente/datenschutzkonzept/ ; https://
www.activemind.de/en/data-protection/

documents/data-protection-policy/( FEHY H
1 :20184F 6 H28 H ) »

. Brands Consulting, Datenschutzauditor
(Datenschutzaudit), 06. August 2016,
https://brands-consulting.eu/datenschutz/
datenschutzauditor-datenschutzaudit ( ZEHY

HEA 20186 H28 H ) -

. THE CNIL" S GUIDES - 2018
EDITION » 3% 2 I : https://www.cnil.
fr/sites/default/files/atoms/files/cnil_guide
securite_personnelle _gb web.pdf( FEHH

H:20184F- 6 H28 H ) °
. DR. DATENSCHUTZ, Aufsichtsbehorde

duBert sich zur Datensicherheit nach
Art. 32 DSGVO, 5. APRIL 2018,
https://www.datenschutzbeauftragter-info.
de/aufsichtsbehoerde-aeussert-sich-zur-
datensicherheit-nach-art- 32-dsgvo/( FEHY H
#H 1201846 H 28 H ) -

. Datenschutz.org, Datenschutzaudit:
Giiteklasse A in Sachen Datenschutz?,

https://www.datenschutz.org/

Computer Audit Association

S50 G Y weR

datenschutzaudit/ ( FEHXHHA :2018 4£ 6 H
28H)

10.RoBnagel, Das neue Datenschutzrecht

I1.

Européische Datenschutz-Grundverordnung
und deutsche Datenschutzgesetze,
Herausgegeben von Prof. Dr. Alexander
Rofinagel, 2018, 477 S., Broschiert, ISBN
978- 3- 8487- 4411- 4.

Deutscher Bundestag — Drucksache
16/ 12011, 16. Wahlperiode, 18. 02. 2009,
Gesetzentwurf der Bundesregierung
Entwurf eines Gesetzes zur Regelung
des Datenschutzaudits und zur Anderung

datenschutzrechtlicher Vorschriften

12.Peter Gola/Christoph Klug/Barbara

Korffer/Rudolf Schomerus, BDSG
Bundesdatenschutzgesetz: Kommentar:
November 2009 Gebundene Ausgabe — 11.
August 2010, C.H. Beck.

13.Rofinagel, Handbuch Datenschutzrecht:

Die neuen Grundlagen fiir Wirtschaft und
Verwaltung, 2003, C.H.BECK ISBN 978- 3-
406- 48441-4 -

14. Uwe Dieckmann/Bernd Eitschberger/Harald

Eul/Paul Schwarzhaupt/Gerwald Wohlrab,
Datenschutzaudit — Quo Vadis ?, DuD -
Datenschutz und Datensicherheit 25 ( 2001)
9, pp 549 - 552.

15.VolkerHammer/Karin Schuler, Cui bono?

— Ziele und Inhalte eines Datenschutz-
Zertifikats, DuD ¢ Datenschutz und
Datensicherheit, February 2007, Volume 31,
Issue 2, pp 77— 83.

16.Frederick Kubin, Was ist ein

Datenschutzaudit?, 06. 11. 2015, https://
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www.datenschutz.com/magazin/was-ist-ein-
datenschutzaudit( FHLH ] 12018 £ 6 H
28H )

17.Peter Miinch, Technisch-organisatorischer
Datenschutz: - Leitfaden fiir Praktiker, 27.
April 2010, DATAKONTEXT; S. 323ff..

18.Frank Reildnder, Vorgehen beim Vorgehen
beim Datenschutzaudit Datenschutzaudit
mit SAVe, 2003, https://www.infodas.
de/wp-content/uploads/ 2014/ 04/savedsa.
pdf( FEEVH T 12018 E 6 H 28 H ) -

19.Rowena Rodrigues, David Barnard-Wills,
David Wright, Paul De Hert, Vagelis
Papakonstantinou * BXEE#IZEEr (European
Commission) #J Joint Research Centre -
Institute for the Protection and Security
of the Citizen * & 2013 £ fit 81T #J EU
Privacy seals project — (Inventory and
analysis of privacy certification schemes,
Final Report Study Deliverable 1. 4) » {E
#’Fs Rowena Rodrigues, David Barnard-
Wills, David Wright, Paul De Hert, Vagelis
Papakonstantinou ; #w fs Laurent Beslay,
EC JRC-IPSC Jz Nicolas Dubois, EC DG
JUST - # %& # 9% B Report EUR 26190
EN -
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February-May 2018
Certification Exam Passers
ﬁMCA ISACA Taiwan Chapter

Taiwan Chapter

Exam Type ID No. Name
1 CISA 613300 Ching Lee
2 CISA 818173 Han Yu
3 CISA 996022 Chia-Wen Yang SRENo.3
4 CISA 1052272 Lu-Chou Huang 5%¥ No.2
3) CISA 1101224 Jia-Mian Wang S&No.1
6 CISA 1113151 Hsuan-Yi Chen
7 CISA 1131305 Yu-Kai Lin
1 CISM 704606 Yu-Hao Chang 5¥ No.2
2 CISM 1049270 Yao-Hsun Chen S& No.3
3 CISM 1112885 Cheng-Hao Chan S No.1
1 CRISC 348259 Chih-Sheng Lin 5% No.3
2  CRISC 704606 Yu-Hao Chang SENo.2
3  CRISC 1101224 Jia-Mian Wang S No.1
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