S fen. X

Computer Audit Association ==somxq sos
Blockchain-Related Audit Issues

BRI Lt

HIARR  INFRELRERHER HEE S

L

E:*m

Zﬁ%ﬂiﬁﬁﬁﬁ‘]@ﬂ Lk
wea | bePHR B RIPRE |« BRI i SR
Cybersecurity and Al

— Implications for Internal Auditing

Critical Analysis and
Improvement on Block-chain’s
Security and Auditing Concerns

SUTREAREZ
BB RN R

Is BitCoin a reliable
FinTech Tool?



TR R

FETAAR T SR 5 (Fintech) AUZERINEIT » BB HEEA L AHIET AR ~ Bl EmivFt
oz — » WIFUEHEE PRI LR ( Bitcoin) BIFFA T HAHE | ( Satoshi Nakamoto ) SllH &
BE#E ( Blockchain ) 57 - BT 2 BB CIERGR B LR AT AL A& - FrRl2eR
&~ BPOEREE - —EESERYEERERT § 20, 000 SETTAYMESR - (HEH | - @EHE
A SELURF R RIS T By £ B LBl - LA A AR - LRk rTRE UR SRS R — T E ]
ME - HRESERE ] COERHER A EERFYNRL S - BifkE - fEFRHMEEEES - &
HEBAEARWEGE - v DUERZERR LR I S 5t -

MELERFRETTEERI DUATHE ( Ethereum) » {HFEE ESLBEE TR IAERE T GESHY ( smart
contract) £l » AR T EBEBERYIE HIZ2R] - BRE SR A B A AE G5 T7
LI ~ A7 BAT AR A E R RS RE SRR - FERES
Ryt RER R R —1T1T IR UG - FERFE BRI U HIB I 15 S i - BRORE i H Bl sth 3k
17+ WARTHE /TN E SRS JTRORER B 2855 » — IRV RESHY > HREZ M E LIS
A TR RSP a1 T S A RIE AN ] - BN RERE - SMERLES
FHACERE - FELUK¥EAIZA A Vitalik Buterin FYBRAEM » SREAHIIF ROk B SRS ( world
computer) L TH. © AT & ATRHMEM R S EREE R B RE G KIS A AT E R E S
PR o

f LR - BERSFE R IR TR YL T @SR AH R < FERZRRRE | Ry 1 - EGEBIRSh
ERf B R G - f2 HH HL AT R B B R MR RER S+ SIAT B SR B ER R T P AT AR R P SR B MR A%
fRE - B 85 JE B AF ARG AL A I 2K (R FEAH R T E R B8 - Tl ~ 228~ DAKBUF R HY
HE - AR CEA S BRI E G E - 5 T IS E G T Bk
B~ MBR B BRERAE S s SR < PRI AT E(LER | BRGT TR RIPE | @ IREENE
niE BN o~ " Cybersecurity and Al — Implications for Internal Auditing ; ~ " Critical Analysis
and Improvement on Block-chain’ s Security and Auditing Concerns ;" Is BitCoin a reliable
FinTech Tool? ;~ " SATHE ARG EM BH A E M E BESTE | - MEEREESCEL
Wegk - SRE A AIBATE BT e R - T Ry B RN A EE Bl B IR A S AR B AL B -

IS TG SE B TN PN VLR B2 52 e R o W e B2 e SR T RE A (2R DY I I
T HERERFERIUTI AR E IR E ERIARE © RS A EE R S al & R <
B - BERKGEH SRR AL OER - AIIIFES A AF IR - SEE SR ER 2 -

3% | v Y

HRAE R Jo o

GELMEA S LIEEA £ B A W) 5K G ZFHY B R iRz
AidERE FRLMRTK




"o ( j% 1

O FH T
Blockchain-Related Audit Issues % 40 #A

H &

CONTENTS

IIHE$EF_

At A

04 EsEanis
- JE

10 B8 - MR EUAR R AGE S R FEI OB
et BIERARRAE ) | R TR RS

=
BN

- BB HBEM
Cybersecurity and Al — Implications for Internal Auditing
Shiro, AOYAGI »

-Toshifumi TAKADA ~ Masatoshi SAKAKI

Hiroshi, KAWAGUCHI
Critical Analysis and Improvement on Block-chain

Security and Auditing Concerns
~ WANG Yanbing

S

-TSE Woon Kwan Daniel

60 RIT¥EANTEMGEEEBHBIBEGITE
WEE - HES

Is BitCoin a reliable FinTech Tool?
» ZHOU Xinquan » CAI Xintong

LI Jingyi »

84

-TSE Woon Kwan Daniel

SHANG Di



Computer Audit Association
54083

98 2019 F 09-12 BHBIIH:ER
101 SEESREALEATINTHIRS 21T
102 IsAcA g SERRIE
103 srEpEspsese

110  I1sACA BEIRRZREES Sy

....................................................................................................

& 17 A RiBWE

R R B8 RIB%

ZEEmEE : BEEE

IREEES : sRIB% « TIRR « ZEE  3RF:08 ~ 1R1LEF ~ BEIE ~ Raad ~ ]IEHS ~ B2E
R

PTHmEE - SHIEEC

HERT : S

wE R ERE

W F:UEZFER

HBhREEA] : PERBSIEEXIHES

B & & PERHESKREIHS

il 11070 EALTHEMER—E 1435k 7182 4
& 5& : (02)2528-8875

3 HE @ httos://www.caa.org.tw

TREERET : ERMNBIRAT
N Rl eEENBIRAT

B1TEHA : 2019 8 B 31 B
E & : F1=18 250 ¢

....................................................................................................

FUEMEEE M
WMBF A AREL WKW NEL > AHRREFEMARNER T HZMHE
wETEREEMEZYE - EiE 0 02-2528-8875



>

B K13

% 40 #

ape

iz BB A ] 525 S T G B

o
= L3
=111
—+

ERIMMMNMNIZ KB SHSFIE D R

E P28 5% 1 2% 55 A0 1] R W B 88 152 il
JER RV B &I XER  AALAEF
%% EB g5 9 ( American accounting
association ) FJZE 44T Journal of Information
Systems ( JIS) BY#KGHE » #EEI 2020 F @B
$EFF T ( Blockchain technology in accounting
and auditing) FY& FE A - fETT R 7Y
20 R TR R ZERAIIATE - B2t E R
A4 W BB Y S AT B A ST TR AR S -
SRIAE T B SR B S SRR B SERE A
BHIRF S RF BN, - (HAH R & S A
B Et BRI - REREEA—E
R IRSF - LR F AR AR MR BB A 1T HY
MBI AT REFT P AL
B R B ST A ER - FELIE
AN —EE e 0 G R 1 - RN 5T - Al
RS Z A (LEZEEHES ) ¥k
IR SR E AR E LT R
TR - fEASR - AR H
AP SEAR BRI FHBR R ZE - 1R Hi— e fRE Ph Y
AEAL - A EREMR A LAY T 2R G
Zef - WA ORI E AT RE R R HH
ZH TR SEERE (BTSSRI
B ZHBHBIEEMARBEE - T IRE
WFFE BRI FERCR - REZ AR SR AR E
BE R -

No.40 EIEFERZIAT] 2019/08

= - BHREVEARRIZEHE

IR A T R R ) R AR i B LA 2+ B
Kt EBREEL RS R 2 &
FEliR=g SR e o 1 IR (BN §7E A/ 8
flal 1= SR R A ~ REFHETTIG M (E AR 25 FH A
B RE - EE G R AL 2
B RN R —HE R B IE - FEE
EAKER - fEERBESERY P2P B - K
A (S EETE: ) HECHERR
8 S 62 S ST () A R~ T T L Y U
B ARIE G R S5 B A B ok
ot FURER A AT e o P O 00 S
#% BitTorrent 280 : B2 AR E Ryl T HiiRY
FERERS L or FARE 2 AN T8 - R SR g
2RISR E N 17 & v i &
DU LIk -

8 - fELEATHEEE

AR H G LR % ( Biteoin) iE
TN B RGBT H B 2 B
EonE  MEeBE%RGERTE
[Pt DA J Bt S A A4 B b T S R Y B /N o
FNEAL - DUERRF 8 R 9] - &1y i /N o
¥ 7 ( Fungible unit) £ Satoshi ( — f
Satoshi S 10- 8 bitcoin) »+ DL H Aif %17 &



17,300, 000 £ ( % #& #& 17 & 21, 000, 000
M) AREHEL » #4 Satochi Bi#T ks 1. 7315 » L
RS 15 8 15 DA B M B0 8% 38 AT Satoshi
WA GRS - HAE 2 » (TfAT LRRE RS B 4 T
PR 2tk o HEESRAYE—1E Satoshi FiT
BT S & — B AR A LRy T b
FEAERHEOER N2 - KL - FELLP2P Ry
BRI EILSEZS - o REBPTEERY T e
Hii%E | ( Full node or full client) » ‘Ef78
D845 ( Replication ) Y /7L B ATE
RRESE 1 ARG — B R B
EE—E 52 EMMHERAAFH—
AR - HEA L ECRR - HESH
EBIAIE -

BEAh - FE SR EE A 5 E A Hash £
ERHEZE ( Digest) Blg#fS ( Link ) DUEIRE
BIEBMERRIRERETZ T - —ER S ER
AL - AR R AL L oSE L
FRIEBREEZE ( Confirmations) * JRE[EBE
RIE ( Block depth) 57 » RSP
P LAEA G Ry 7 = E SR R &
5y o R Al R S A B 7 - DL
E AR ¥y g A A — (R SRR
o R GEA—EEIEL . - BER G
AGETAAELLRF M BREE T - BRIEE ARSI
BRI AT — DL LA R B &k
R ERE R - (HE SRR T
56 R BLE R TAE &3 ( Proof
of Work, POW ) HY LU JF M5 1% 12 58 B il T
B B FTRGEHRER R T A -

1€ FR AR 1 K B H Tk B SRR BT
G SRR - FAMEGEF T LA - P ARHE
B iy A i B S8 fE YRS i B A - 2 mT e
HIBEBRBEN RS - EHBRERAZ b
IR = EBRDME E R B AR

Computer Audit Association

& o wow g

e Cplan: FEHRAR ) BHE—EERF
£ ( Zero-trust) ~ {EEA ~ ZHUERIR 5
i ( Nakamoto 2008 ) o U Hf SH 41 fr] i 2]
WE 7 RECATERAIA LT RgHEKIR ¢

— - HATRREERZFEE/FEH

DixrEray (BEEHR - E1E
R~ EBFRIBE ) A/ BAEMRIRER » 2
AR EL A B JT0V R E 5 = 7 VF Ry Lo b
o B0 - BENE g P E A 5 i I
uh o B ERERERIRT - FHRES
EB|EMNRAA BB ERIRE
> ( Certificate authority ) * 35255 Z 5 iHa0
ZFAZ G+ B EE T M AE 5 37 i M SR S
% o R BREERIGE P FTER L3R ( Consensus
progress ) ZRHUE L O BERERIIRE » LLE
IR s iR E e B B ds R o B H IRy LA &=
FEHH POW Ryl » AW B RGO H DGR I2K
FHL—1E Hash BUE2RERYAR - SKAFE(H Hash
HERE IR AR - HpeKSEEKL R
% ( Brutal method ) NETHEAER - BER LA
IR 3 L FHERIA (B EEERERY
fefEste—0l ) - HEDR LA GEEE
HH B RERAGERR DL T FERE 0 BURRE
TIREAGER] - BRERIRE B LR - A H
JERZRERRALE TRER TR BN B C ~ faF
TR L E -

DAEEHRs ¥ Rl - P BIRAS Sy i 4450
FRAEABARY R - H SRS e aids ek
B RS R AR BB R EH &R
AeBEEE - K GEFIRN R S A (249
HEPMRMEEEGOERE - SFRELZ
R ~ A RGBT R B R AT AL T
FiFR ) - MEZ - RAHERBENETE
REREE ~ RE R INEERE - AEEK

No.40 EfSFERZEAT] 2019/08




>

B K13

% 40 #

FIR S SR ET - B R i
B NHEREAE 2015 SR IR BS RIS » FEIE
1 B 8% Ry (S (LA 2% ( Trust machine) HYJ5
o KRR N H IS E R A E—
EHEAE BRAYBALE - FEASERERY AR 4 R FIETH
( Yap) HU/NG » B EAOHBRATFA - &
B9+ A H 2 20 AWML A RAE
RBliiBE® B ARMEEGER
B (Fei) f£5 I MUK HBEERS
FH A e I RS (flan : &2 5
) B T KT S DAGE » [RIHE e
BERE®AHRER - SREETE I
i TiRFEA S 7 AR - B HE -
FrE AN FLEHERSACERRY © TERAEIZRE Lok
it BV AR AR R SR FlE
SRS E A @R -

ME WSR2 — R TR
HEFERTH R S E LA LIRE » FEE
oA B — B EEAL GO Bk - AN I B B
R IEERRRRE T - R
MBS . — B A EHH]
o R R A ARG - W7 RIEGE AR (7E
PERF R L ) AT R sk B A
o B EIBERIRIRTRE EER - 1A O
ARERESHIFAAE » B B n S thRE e
HEEEE R - NECE A ILIRER
SEECME o 1 HEmSRSE & AR LT AR 5
JE sk th#f vT DABS RS - RIMAEAS 5 DA » &
IR EE E (U1 LR~ B
7~ B EHEEMIES ) AW RE TR
¥ o LR SR REEGEC ( Time stamp) B
il - AP R EE NG R 5
WMAEET Dt SEEE ¥ HE S

ff ( Double spending ) HYJF3% °

—REFEH/RBEEEERAEM

TR+
A

BN EH MBI I — SRR E
F - AN« DZERCE N HE KRN AR LA R R
22 5 » 32 Ty B AR A B SR I W B B B
HATE NS BRI AREE L EER
N RE A T A S RL B M A S AR 2 A
W5y o SHE I —RE - @SSt A AR T
Z 2 FrEEn A8 &% ( Public-key
cryptography ) °

EAFH @ISR - (RN S
SR RN TR AR = TS IR TR e
B A BRI A Shfcsk (JRENESE ) - B
RAE G AT & R A SN AL S
Bt RIA 5 F 42 A Al &5 S8 e A Af
¥ ( Non-reversible) By ( 22 55 R
B ) 5 i HFEH A E A4 - By B aT g
FIREIRAGA TR ZfiEk » (HA G 2 aeal ]
TR+ BB ARG I T (5 A e SR SR
s EARATDITHIARYZ » SRl EE R A S
72 BLHHE 45 G ik i - (H B RIEE:
HIFEOR » AEE A7 v DASR FH SR AT Al
EBEE#E ( Permissioned blockchain) » Flé&
BHE LAY KYC EBGHR5E 2 E AR 51
TEAT JE B -

1. http//www.economist.com/news/finance-and-economics/2 1 599054 -how-crypto-currency-could-become-internet-money-hidden-flipside

No.40 ESFERZEAT] 2019/08



2 - RIS EET

AREEM - KRR BEFE R - I o
B AT A R — L BGUIR #  BLENPERTRE
RO ERAY R B R O] - e R
Bifcek - MAEE EH T HEFER
T o B H AT 2 B D & B By
ZHE RS LA G E T Lt
& EEEIR (BUIR Ledger) » EAZE
AC Bk B LU R W B LUK HEGE SR s B Y IR
i BEAREERAEE » 5~ HImER
ERENFTERERE - XK brvE
1 ( Duality ) HECIRITEIRAR 5 -

AT > #ery —IH 3 3T B2 ( Design
science) W ZE < EIA] F 2 B & SR §4AH 17 2
&~ BB RV EET > AGE Y & L ey
M ERER TR EE (A R R 2 E s B
PGB BN S - S — L HER R
Al YR ARSI A R« 20 Bl —1E BE H 3K
SCRF ~ BERFRE SRV E L AERRRHE ( Self-
supporting, self-sustaining, autonomous
ecosystem ) ?

BRI AHEZRZ - BB sk
R ERESTSZ IR RGN 0 &2
fHERRRIIE S 2 LLH A 8 b Ry 2 8
FOIRLSE (Bl ARSERE ~ FFrIsE ) 2kER - 3R
NHENESAREER GERB SN R
e H BB R ] PRI R (20 - 17
18 /4 ~ IEMETE ~ RERFIBLSR BT ) - (HED
PR I RS B A A Sl - R3E 2
AREER L m skl Rt &t Eort (HNfE
S ) BN A L AIZ R ARRIBREL - F
X R AR S — I iR I R A 7
8 ( Wallet) BURTINA - AR EAEMHY
FEA] R RRAE — W SR St sk e

Computer Audit Association

& o wow g

Moy b EEIRIREIR R G R —
BINAS-G - AT EACE K= F
A o AR BRAYBERE B (7 AR —ERTE - it
BUNEAN  BERRAETRELGT - INB
EREELIREZRY - K - BATAREIIREATH
FEHE ERIR AT E AR - 25k
FIRESRMEA W IS - ) H R S EIE

A TLSE - B R B A 3 Y B A % E
BN R FR A3 A 88 A 5 B4 fE B 1F T 35
s AR ECRBEEILEREES - HAR
FALEES) AN LU E RS ]l Ea =g S S N
AR Y it B Sy o B o B U e A B A S
SRR T o TR AE i b R I AR B
g WRTFIEHERER A -
- B A e B e X L - ELAERS Ik R
BE W T REAE R KB T EE R
J&E » FIN_EAIAARLEEAN Hyperledger fabric
B Membership service 3T B A
B KYC A% - TABEAE B P2 L T
GEEE A BRRTREHE - AR
ERSEBENR YA L e

{HE A RLBE R & 3 HE B i KB R E 2
RS N s - B AR R Al e LERae
HEG - (HZ B R LB E E R
BEikZ ER BRI EAR G & » SI— R P
HII2 & i G 2 A & 51 80 ERP 5%
o SRR H LB TN (85
aTE ) S H R B Oy BB A T A R
ARyt Rt - g —EAKAYRISE I
Gh » RLSHE B RS U H SR TR LB
REEGEE SN T RSB AEIA
ROy & BRI S o EAERSEBEARINA
R TE DL T - BV SR A BT
16/ BN - AR E T @S g

No.40 EfSFERZEAT] 2019/08




>

B K13

% 40 #

it~ IR ARRYIFIR -

IREAEE Y - 7R BARERY AR IR T 2
B2 HiT » 2 RABH RT3 5 8y 51 JFE ) ELI
AR A RS Ry SEEk o (K0 - FE3 H Al H
WU M AR RV TCENE A Amazon
Mechanical Turk (AMT) AR TERERS -8
B EITEAHEENERE  AEEUE
SRR ARE - R — LR IR B - (L
FENT SRR B K R RE S W B A W S R Al
AR - KR BB s G Et B <
ANELTLHME LRVEERE - Bl - HRE
i AMT B SZEAE W RIFE2E ( Non-
professional ) At » T AEFE & 12
HEAYIFIRRI ~ FE N 2 S5 AR B R
W B BITEGEE R AR SRR R - K
B B F e B B S A B TR e A T At A
EREBEERT TR LR - AR E R
s BB AR H I EER A B SRR E -

B EESE I ( Smart contract ) HYJFE
M EARMEERTE RS A R A
H—IR » IS —E R =B E A HE
KE#IME ( Contractualize) FEFERY & 51 HE
J] - BNl et ¥E R ( ASC) 2 606 5% -
BAE I GRY FRRE - BAMTELL Solidity
1E Ethereum _|= & {F ASC 606 HY 71 & B 42
fE T EHA LA 4 ( Principal-Agent,
PA) DIKiigin R ~ B HETESFRE 2
fEboE th iz Z B E A& st &R sE B E
T, ©

B2 - [BiREEASR ST

TR NEE - KR AMEELE
SR (BEEH ) K GAAP BEHFGEH
B R - AT AT R R L A RS AE

No.40 EIEFERZIAT] 2019/08

R EAREREAME LA - e & AR E)
HIRER o AR E R BHE AR S L - 1)
IR T NI » TR A4
AN T AT RN B2 5 A o B R R A
B - MBS AFE - B B A 2 R IR
1 > — 18 DUBCER Ry {3 AR AR ~ AN EE R
ANER @S SEREEE (A trustless blockchain
network ) P BENEISHEHE -

FHHEZ —HES Tl et H
((NE" S TETER A W7 EE R Sl Nib)
& & 7 fH A B a8 RO MR Ay & B M B 80 IE 1
% BBt E S AR AR
V7 B B S A AR o 2RI - ARk
D RARERYI & E ] T IR BRG T  ARAE AR
Felam SCHYARES - HUERERAYAR % - HATHRE
MR AR » fERARBR B2 30 H
I BRSSO IR AT T - BV — B
R EREEME FEOER - KA
T EFPEESEHE LR ZER - ER &
TRk RSN S R - WREE 2 HHERE
EETENY R A S BRRE B RG - fRE tMBeaE s
AL S, I AR E R B HEE A
R T 2 P 0 JRBN Confirmation 55
R Audit * SEEAR N ARER LN - HIE
R IE A0 H AiTay 3 51 8 55 0 KKy 722
A SRR BT E B R A
ESEEE ? BT IR ? HATE - S 1
W BT 2 A R sR R A - FR
JEEREFEE S ( SEC) #EkAkE EMMEE KR
IR B AR - BHIANA SRR
g o

LEAh  EEN S EEHE LR S E
o B H R B Y ( Tamper free) HYFF
P BHAE AR REA B ERN IR
i BRETREE A BKANTER - &



WEFFHEULDEEREERATELOTH
B #5 2 » Tamper free N 55 A Fraud
proof » fEzf Wik SR EHAT ] 25 R AL AR 58 SRR
AR - SEF AR T E AR AL
R m SISl -

i~ M

EEBAR AT - EEM et i
A R B R — 43 B U ( Distributed
ledger) 835 " #EIEA , ( Hyperledger) » B¢
PR LR T AR 2 SR A - FETE
HEEBAGR ? o HURE » B HE EAE AR
P&+ S ahes - HIFEaRA - BB AT
HESITRARERRRL - (HEX AT A M
5 o HINEBEHEEET - FAEBIIA LK
B BT RS I — B R 52 R
TIRAKRI T AT LAF TR e 5eE
MmE » AEEMZEAM TR —H0r - WE R
BIE TR & ET ~ et - Rt - AS—
BRZG LR35 T @ S B AR - DA
BEAE Ry A W BREES EA BERE - FEORIREE
TEARRTE ~ FRIRER - (e ETa T EE A
JEARER G SR T S, » [RIRFER Y — 2L ]
SRR FERYRTIART SR AR T AR R
K

Computer Audit Association

ffi

25 408 :
Ay FOR ‘

No.40 ESFERZHEATI 2019/08




O P

|||||||||\
>r||\

HIRER ~ M FREL

%..

% 40 H#

LIR bR HE B EH B e 2 1%
wen | B THE I &R

e IR R | o7
Eﬁiﬂ‘%@%ﬂﬁ Wi

Wi

ig ) fRERE

ns< |

A discussion in “Data protection
7 start

by design and by default
from the controls standardization
7 and

of “erase” ,
right to erasure” ( ‘right to

“delete

be forgotten’ ), based on cloud

computing service
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Abstract

On April 14, 2016, General Data Protection Regulation was adopted by the Council of
the European Union. GDPR redefined pseudonymised data and propose “right to erasure
( “right to be forgotten’ )” in article 17. Thus, we focus on “erase” technique mentioned
in the article and compare the standardization processes between America and China in this
article. Furthermore, we propose that the government should add the idea “ Right to erasure

( ‘right to be forgotten’ )" into our standard.
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In the arguments of Google v. AEPD in 2014, the European court of Justice offer
its view point that “ Right to erasure ( ‘right to be forgotten’ )" is an EU citizens’
right. In GDPR article 17 states that once being asked to erasure, the controller shall not
only erasure the data, but also take reasonable steps to inform other controllers which are
processing data that data subject has requested the erasure.

National Institute of Standards and Technology defines “delete” as couldn™ t find
data when accessing from the data sanitization point of view. The usual way of doing so
is to remove the pointer pointed to the data. In other words, the data is still stored in the
media. On the other hand, “erase” is equal to apply physical or logical techniques that
render target data recovery infeasible using the states of the art laboratory techniques. With
the implementations of GDPR, the “erase” implements also become universal. ISO/IEC
CD 27552. 2 has already included it into its controls.

On May 29, 2017, China released “ Information Technology — Personal Information
Security Specification” . In section 3.9 revision states * Delete: The act of removing
personal information from the systems, involved in daily business scenarios and operations,
so that it cannot be retrieved, accessed, transmitted, and cannot be recovered.” . However,
internet companies could not achieve “erase physical trace” requirement for now. As a
result, the definition of “ delete” was revised as “ the act of removing personal information
in the systems, involved in the daily business, so that it remains unable to be retrieved
and accessed” and come into effect on May 1, 2018. The process of China’ s Personal
Information Management System (PIMS) standardization on terms and definitions of
“delete” should be viewed as an example.

For many years, we have only set goals of Information Security Management System
(ISMS) and PIMS implements on passing verifications and thus the effect is limited. The
misuse of the “delete” specification as the “erase” verifications mentioned above is an
example. The EU and the USA follow the specifications and the assessments and tests of
ISMS and PIMS “code of conduct” . Their regulations on ISMS and PIMS standardization
controls worth our further study. Thus, we take “ erasure” as an example and discuss what
should be done.

Keywords: Erase, Delete, Right to erasure, Right to be forgotten, General Data
Protection Regulation (GDPR)
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(Transparency to data subjects)

- BRI EIRMSEIR ISOMEC 19944 2 M i Biok
- PR - EEE CEVINMSEIE ISOMEC 19086

i % i B B fln 2 T A =K EK bR
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N AR B 70 432: (Personal Information Protection and Electronic Documents Act , PIPEDA)
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ISO/IEC/IEEE 15288 ;Z#F24HAY (Type of process)

FERL AR

( Privacy engineering issues)

7755882 (Agreement processes) :
FENUERZ (Acquisition process)

W R AR A FTRBAEERR st
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(Privacy engineering knowledge management) °
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(Privacy risk management) °
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(Impact of privacy on design) °
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e (Product) °

(Product with privacy capabilities) °
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(Privacy engineering human resource management) °

SHEELERE (Project management process)
RS BRYEE) (Risk management activity) ©

FRL R B Sl

(Privacy risk management) °

R E 3 S HUE BB 2 (System definition and realization
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(Stakeholders privacy expectations activity) °
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ALK ER ) TFE (System requirement engineering) ° (Privacy principles operationalization) °
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SRARZEREE%ET (System architectural design) ©

(Privacy engineering architectural activity) °
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Abstract

Computer system now is facing risks of attacking and destroying it. Such illegal
actions are caused by hackers; they are people with IT knowledge. They are individuals
in some incidents but it is reported that they are trained by the government. They attacked
computer systems and stole assets, confidential information, higher technology, etc. In
addition to this, many governments are concerned that they attack infra-structure’ s
computer systems; for example, power plants, traffic control systems, police and military
computer systems, etc. How can we safeguard the computer systems from such malicious

attack? This issue is called Cybersecurity. The authors are thinking Cybersecurity education
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is one of the most effective solutions and we are engaged in the education. And we made a
proto-type Al program (Supervised Machine Learning) to detect attacking before computer
systems were destroyed. Our conclusion is that combination Al and Cybersecurity
education is very effective to safeguard the computer system. Many companies have
noticed the necessity of Cybersecurity but they don’ t have a department specialized in it.

We have proposed that internal audit department shall be responsible for this duty.

Keywords: Al, Supervised machine learning, Internal auditor, Cybersecurity,
Hackers, Incidents

I.INTRODUCTION AND assets and intervene political actions, etc.

OBJECTIVES Many governments have recognized this issue

and they also take actions against these illegal

1-1. Introduction behaviors. The followings are main actions by
the Japanese Government in these 5 years.

Computer crimes happened in 1970s.
. . . (1) The Japanese Government enacted
These crimes were serious for the companies

“The Basic Act of Cybersecurity” Act
No. 104, in November 12, 2014. "

(2) Ministry of Internal Affairs and

but they were isolated within companies. But
this condition changed dramatically when

the Internet age started in 1990s. All the
Communications, Japan, disclosed

computers in the world are connected and
“WHITE PAPER” every year. In 2018

this means that the computer systems are

. . version, their concerns about
connected with outside networks. Hackers ’

. Cybersecurity were demonstrated. *
can enter the computer system much easier

than before. (3) National Center of Incident Readiness

In addition, it is reported that a few and Strategy for Cybersecurity (NISC)

. . . was organized in 2017. They are
countries have trained professional hackers £ y

. . national center of Cybersecurity and
in the government. They are professional Y Y

. . they issued “Information Securit
hackers and steal secret information, valuable y y

1. The Japanese Government, The Basic Act of Cybersecurity, Act No.104, November 2014.
htep://www.japaneselawtranslation.go.jp/law/detail/fvm=04&re=01&id=2760
The Japanese Government has made policies of Cybersecurity based on this act. NISC is organized by this act.

2. Ministry of Internal Affairs and Communications, Japan, Information and Communications in Japan, WHITE PAPEER, 2014-2018.
htep://www.soumu.go.jp/johotsusintokei/whitepaper/eng/WP2018/2018-index.html

This Ministry is responsible for making and executing Cybersecurity policies.
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Handbook for Network Beginners”
V.2.11e. and other documents. *

(4) National Institute of Information and
Communication Techniques (NICT)
opened the training center called Cyber
Defense Exercise with Recurrence
(CYDER) and started education for
Cybersecurity. *

CYDER is a public organization funded
by the Japanese Government. The number of
trainees is limited. Cyber education in private
sector is also needed such as Global Security
Experts Inc.(GSX)

The authors have been engaged in
Cybersecurity education since 2015. Takada
and Sakaki are teaching Cybersecurity and
auditing in universities; Aoyagi and Kawaguchi
are teaching Cybersecurity at GSX. We had
an opportunity to collaborate with each other
and decided to make a presentation at an
international conference and to submit our
paper to a journal. This paper is the result
of our collaboration. This paper is not an
empirical study but is oriented to the field
study at the education of GSX and to make
a prototype of Al program in the field of

Cybersecurity. We have a very clear vision of

Computer Auflit Association
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making a useful tool to the practice.

1- 2. Objectives

There are 3 objectives of this paper. They
are

(1) To do a statistical test about the effects
of Cybersecurity education:
One of the largest security issues is
Cybersecurity. As all the computers
and sensors are connected to each
other by Internet, anyone can access
computer systems via Internet.
Computers are protected by security
software and it requires ID and PW to
enter the system. On the other hand,
sensors don’ t have strong security
system. Hackers can easily enter
sensors and destroy the system or
cause malfunctions of connected
machines. Many governments notice
this and they organize the
organizations for Cybersecurity.
Our objective of this paper is to do
statistical test whether or not
educations of Cybersecurity are
effective. 2 authors of this paper, Shiro
Aoyagi, CEO of Global Security

3. National Center of Incident Readiness and Strategy for Cybersecurity (NISC), Information Security Handbook for Network Beginners,

V.2.1le 2017.

https//www.nisc.go.jp/security-site/campaign/files/aj-sec/handbook-all_eng.pdf

NISC has been organized and funded by the Ministry of Internal Affairs and Communications, Japan. NISC is active in Cybersecurity.

This Handbook can be downloaded from the NISC website.

4. National Institute of Information and Communication Technology (NIST), Cyber Defense Exercise with Recurrence (CYDER), 2017.

hteps://cyder.nict.go.jp/

CYDER is a national training center for Cybersecurity. The courses held by CYDER is similar to Micro Hardening; 4 students in a team,

using realistic incidents, to learn how to protect computer system from attacking.
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Experts Inc. (hereafter GSX)’, and
Hiroshi Kawaguchi, CEO of
Kawaguchi Sekkei Inc.’, are leaders
in the education of Cybersecurity
company. Data in this paper was
collected by them.

GSX has made an educational service
to the client companies about
Cybersecurity. They made a
questionnaire survey from the students
attending the courses of Cybersecurity.
We found GSX education was very
effective. One of the most effective
methodologies of Cybersecurity is to
educate personnel in the IT department
of a company. GSX has responded
customer s many Cybersecurity

incidents.

(2) To make prototype Al programs for

Cybersecurity:

Even if education is effective, it is
impossible to protect computer system
perfectly from attacking by hackers.
Targeted Email Attacking Training is
very effective but some percentage of
personnel opens a suspicious email

with malware. Before being attacked,

detect attacking. Al is a computer
program and it doesn’ t cause a

human error.

(3) To consider implications to internal

auditor

After having detected attacking,
computer systems must be protected
from it and the attacking must be
reported to top management.
Cybersecurity has become a very
serious issue for a company,
organization, government and society.
Top managements and leaders need to
take actions against attacking to
computer system. Many companies
have an internal audit department and
the report of this department ordinarily
addressed to top management.
Unfortunately, internal auditors don’ t
have enough knowledge about
Cybersecurity and they don’ t have
contacts with information department.
This present condition must be
improved immediately. We will make
several implications for internal

auditors.

safeguarding measures had better be 1- 3. Literature Review

installed. One of them is Al program to Several countries have noticed the

o

Global Security Experts Inc.(GSX) htepsy//www.gsx.co.ip/

GSX was launched as a group company of Business Brain Oota Showa. Now it is specialized in the education of Cybersecurity. They
of fered several courses; Targeted Email Attacking Training, Micro Hardening, Certified Network Defender (CND), Certified Ethical
Hacker (CEH), Computer Hacking Forensic Investigator (CHFI), etc.

6. Kawaguchi Sekkei Inc. hteps://www.sec-k.co.jp/

Mr. Hiroshi Kawaguchi has started Kawaguchi Sekkei Inc. in 2018. He is a specialist of Micro Hardening and has a collaboration with

GSX. He is an instructor of this course.
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importance of cybersecurity by increasing
incidents in recent years. Some incidents are
said to be caused by the military departments
by a few countries. The Taiwanese and
Japanese Government have enacted laws and
rules related to cybersecurity. We surveyed
official documents issued by the Japanese
Government. They have started cybersecurity
education but the classrooms are too small to
satisfy the increasing needs.

We also surveyed academic articles
published by journals and issued by
organizations. To detect attacking beforehand
needs tools (computer programs). Many
authors indicated that (1) software for
computer aided audit techniques such as ACL
or IDEA is too general to detect attacking by
hackers those days. (2) SMEs" CEOs need to
understand the necessity of cybersecurity. ( 3)
SMEs don’ t have a department responsible
for cybersecurity. (4) Specialized software for
current incidents has not been developed yet.

Authors have recognized the emergency
condition of cybersecurity as the governments
and many authors. GSX has accumulated
experiences through cybersecurity education.
One of the authors is Mr. Aoyagi, CEO of
GSX, and we collaborate to each other to deal

with this issue.

Computer Auflit Association
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IT.CYBERSECURITY
EDUCATION COMPANY
AND ITS COURSES

2-1. Targeted Email Attacking
Trainings
Targeted email attack is defined as attack
to specified person(s) computer in a company
by email with malware. If the person clicks the
email, its computer is infected by a malware
and hacker can override the computer and steal
information from host computer system. GSX
has started educational training of targeted
email attacking since 2013. A person had an
experience of targeted email attacking twice
and he/she will become much more careful at
the 2nd session than the 1st session.
The subjects and percentage of opening
the targeted attacking email were as follows.
Construction Industry
2015 First: [Caution] About influenza,
16.9%
Second: [Emergency] Security
information of Windows: 8.0%
2016 First: [Urgent] Asking email box:
46.5%
Second: Sharing incident of
information leakage: 33.4%
2017 First: How to improve the response
speed of Internet: 23.7%
Second: [Confirmation] Notice of your

medical expense: 45.8%
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2018 First: [Confirmation] Notice of your

credit card use of this month: 19.2%

Second: [Urgent] How to improve the

response speed of Internet: 17.8%

Table 1. Results of Targeted Email Attacking Training

2015 2016 2017 2018
Industry First Second |First Second First Second First Second
Schools 135 124 21.6 26.5 2.4 1.6 8.7 6.7
Finance 26.5 3 15 4.7 1.2 1.2
Retail 21.6 155 32 24.2
Manufacturing 26.5 16.6 12 26.2 21.2 10.8 14.5 3.8

Significance level = 95%, Z>=1.96

There are 3 second training sessions (in
red) were higher than the first training session
but generally the percentage of second became
lower than the first. It is the effect of education
held between the first and the second training.

We tested this result as follows.

Number of training: 17 (=n), First >
Second: 13, Null hypothesis: p=0. 5,

Level of significance=0.05 Z0.05=1.96
(both sides)

Z=(13-17x0.5)/ square root (17 x 0.5

x(1-0.5))

=4.5/2.06

=2.18>1.96

We can reject null hypothesis. Therefore,
we can say that the percentage of opening an
email with malware at the 2nd training session
is lower than the 1st training session. This
means that education is effective; students are

more careful at the 2nd targeted email.

Targeted email attacking has been a
traditional method of hacking. Everyone knows
its risk but many people click such email with
malware. Very serious information leakages
were reported every year even for large
companies. For example, JTB (Japan Travel
Bureau, 2016), JPS (Japan Pension Service,
2015)", JAL (Japan Air Line, 2014), etc. An
employee carelessly opened a targeted
attacking email with malware and a hacker
made a backdoor of the main computer and

stole customer information from host computer.

2- 2. Micro Hardening

Micro Hardening is a computer simulated
educational training developed by Mr.
Kawaguchi, CEO of Kawaguchi Sekkei Inc.
GSX has a Micro Hardening training course
collaborated with Kawaguchi Sekkei. 4

students make a team and the mission of a team

7.  National Center of Incident Readiness and Strategy for Cybersecurity (NISC), Report of the Investigation on Causes of Leakage of Japan

Pension Service, 2015.

https//www.nisc.go.jp/active/kihon/pdf/incident_report.pdf

This was a big incident of private information leakage. Personnel of Japan Pension Service are using PCs in the office connecting to

Internet. Hackers overrode these PCs and stole lots of private informartion.
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according to the following method.

(1) Each team has E-commerce shop. The
shop will be attacked by hackers.
Examples of incidents are as follow.

(a) Weak, simple password which are
easily stolen by hackers.

(b) Entering the website of supervisors

(c) Access to the files of a shop with

weak protection

Computenr Auflit Association
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(2) Mission of a team is to maximize sales
of shop and to maximize the points of
successful protection from attacking. If
the protection is very rigid, the ordinal
consumers can t enter the shop
resulting in the very small sales.

(3) There are 3 sessions in a training day.

Each session is 45 minutes.

Table 2 shows the result of 3 sessions.

Table 2. Effects of Micro Hardening

1st Session 2nd Session 3rd Session

Sales 68,302 82,7718 94,639
SD 15,489 21,382 31,066
Z-score 6.87 4.96
Points 5.98 8.5 10.29
SD 3.09 3.24 3.04
Z-score 10.08 7.65
Significance level =95%, 7>=1.96

Number of teams were 169. We used one I11.Al PROGRAM FOR

sided Z-test as the number is large enough.
Average Sales of a shop and Points for
protection are becoming larger from 1st session
to the 2nd session, from the 2nd session to the
3rd session. Each Z-score is larger than 95%
significance level 1. 96.

We conclude that we can reject null
hypothesis and that Micro Hardening has
effects evidently. Micro Hardening is a very
practical educational training as it uses many

incidents occurred previously.

CYBERSECURITY

Al is now widely used in many
companies. It will also play an important role
in Cybersecurity to detect attacking. We human
being react against the stimulus from outside.
We tend to take subjective behaviors and as a
result, it is impossible to escape to be deceived
by hackers. As Table 1 shows, even after the 1*
session, many students opened the targeted
email at the 2™ session. And 3 cases, 2™

session became worse than 1 * session.
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Computer program is very rigid and
objective. Al program is superior to traditional
program in speed and flexibility. We made 3
prototype Al programs to detect irregularity.
These can be applied to detect a suspicious

email and illegal access to the computer.

3-1. Short history of Al

The development of Artificial Intelligence
(AI) was initiated in 1980s. Prolog, LISP and
a few programming languages and tools were
used to make Al programs. Al programs are
consisted of inference engine and knowledge
base. In the field of professional judgment,
Expert System was thought to be applied as a
decision aid for professionals. Unfortunately,
the boom of Al in 1980s ended in 10 years.
There were several reasons for this AI boon
going down.

One of the main reasons was thought
to be the limitations in the performance of
computer hardware at that time. Expert System
was intended to substitute a highly experienced
professional’ s way of thinking by computer.
An experienced professional accumulated huge
amount of knowledge. Even if Al programmers
could extract s know-hows and put them into
AT s knowledge base, it was difficult for a
hardware of computer to execute programs to
get useful answer in a few seconds. In addition
to this, the computer was expensive and very
big. High performance PC at that time was
over 5,000 US$. It was difficult to use such
expensive computers for Al

On the other hand, Research in Al in

No.40 EISFERZHEAT] 2019/08

1980s demonstrated the possible development
in the future. We had a dream to develop Al
if the computer when cost-performance of
a computer were improved. Al is different
from a traditional computer programs in that
it has a flexibility to expansion of human
knowledge. Knowledge of professionals is
increasing rapidly day by day and year by
year. Practitioners accumulate their knowledge
through practice and experience. Al is capable
to import such growing knowledge. We are
now standing at the threshold of incorporating
Al into practice.

Now price of hardware of computer
became lower and lower, Al can be applied
to the decision aid for professional decision
in many fields. Professional standard now
requires highly sophisticated judgment and
decision for professionals. Al can substitute the
professional judgment on behalf of them. We
are thinking Al programs can detect suspicious
emails and irregular access to the computer
system and files much more efficiently than

human.

3-2. Outline of Supervised
Machine Learning

In this paper, we made prototype Al
programs to detect attacking by hackers. We
use the “ Supervised Machine Learning” for
this purpose.

Supervised Machine Learning (SML)
can be applied for this purpose. SML is one of
the Al programming techniques. It is a simple

program. “ Supervised Machine” means that



the program has a standard to judge Yes or
No. Judgment of Yes or No is a grouping of A
and B or Classification of A and B. Here we
use 3 models; Discriminant Model, Maximum
Likelihood Estimation and Logistic Linear
Regression Model. Standard is a boundary
line or a boundary point which isolate A from
B. Al program which minimizes the mistaken

grouping of A and B is the best one.

3-3. One Dimensional Data and
Classification problem

To focus the problem clearly, we assume
the following conditions.

(1) We generate data by using simulation
technique. The data is one
dimensional data.

(2) We also generate data A as 0 and B as
1 and the probability of A is 0.5 and
B is 0.5. We assume the probability
is 0.5 for each group because of
simplification.

(3) Both group A and B has a normal
distribution or uniform distribution.
A ranges from 0.9 to 2.0 and B
ranges from 0 to 1.0. A is known to

belong to attacking data; B belongs

Discriminant Model

# Python Program for Discriminant Model
import numpy as np

import matplotlib.pyplot as plt

# Simulated Data Generation

Computer Auflit Association
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to the ordinary data.

3-4. Discriminant Model

Discriminant model is a multivariate
liner discriminant model to grouping A and B.
A group are consisted of attacking data and
B group are consisted of ordinary data. Each
group is assumed to have a normal distribution.
Discriminant model tells the discriminant point
of A and B. The discriminant point can be
used to group A or B. There is a risk to make a
mistaken judgement of A group as B group and
vice versa because A group s distribution is
crossing B group s distribution. The crossing
point is where we can minimize the number of
error judgment.

We assume both A and B has the same
normal distribution. Crossing point is the
center of the crossing zone. For example, if
the crossing zone is from 0.9 to 1. 3, crossing
point can be calculated

(0.9+1.3)/2=1.1

The result of simulation will be shown by

the Python program as follows.

IV.IMPLIMENTATION OF Al
PROGRAM
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np.random.seed(seed= 3)

#Initialization of data and array

X min=0
X max=2.5
X n=100

#Fix data with other programs

#Score of Companies
#Target Data
#Initial data for each group
#Range of data A: 0.4t00.8;B: 0.8to 1. 6

#Percentage of each group

X =np.zeros(X_n)

T = np.zeros(X_n, dtype=np.uint 8)
Dist s=[0.4,0. 8]

Dist w=[0.8, 1. 6]

#Group A

Pi=0.5
#Group B

#Simulated Data Generation

for n in range(X_n):
wk = np.random.rand()
T[n] =0 * (wk <Pi)+ 1 * (wk >=Pi)
X[n] = np.random.rand() * Dist w[T[n]] + Dist s[T[n]]

# Show Result
print("X="+ str(np.round(X, 2)))
print('T="+ str(T))
print('Bondary =" + str(np.round(np.median(X), 2)))
5- 1. Maximum Likelihood Estimation
Maximum Likelihood Estimation uses the
probability. We know the number of occurrence
0 and 1 in the field of crossing zone. For

The result of the program above is as follows.
example, if there are totally 10 occurrences

in the crossing zone between 0. 8 and 1.2 (6
zeros and 4 ones), then the probability of zero

Simulated number of companies = 100
is6/10=0. 6. This 0. 6 is called Likelihood.

Boundary = median = 1. 08
Score of A < median; Score of B >= median

V. ROBUSTNESS TESTS OF
Al PROGRAMS
We did 2 robustness tests of Al o R
Discriminant Model; ( 1) Maximum Likelihood Most Likelihood Estimation is proved as
follows.

Estimation and ( 2) Logistic Linear Regression

Model. The result is as follows.
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P=(t=1 | x=w where a<x <b
If T = (O|n)x(1|jm) then

P=(T=(0jm)*(1jn)H [x)= [(1-w))] "mxw"n
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log{fo} [P=log {(1-w)*m w"n } ] =mlog(1-w)+n log{fow

..........

m (-1)/(1-w)+n 1/w=0
(-mw-+n-nw)/(1-w)w=0
-mw+n-nw=0

Consider there are 10 companies in the
crossing zone. We can say that 6 of them
are belonging to A group and 4 of them are
belonging to B group.

The point is calculated by P=(t= 1]x)=0. 4
.. x=1. 23 Python program below will show

this calculation.

5-2. Logistic Linear Regression
Model

We assume the distributions above are
normal distribution and uniform distribution
but data don’ t fit the distributions. The

curve by logistic linear regression model is

fitting much better than other models. This
curve looks like a slope curve between 0 and
1. Crossing point of logistic linear regression
model is a boundary of A from B.

Suppose a logistic linear regression model

assy=o(w_0Oxt+w_1)

The function of a curve is as:

o (x)=1/( 1+exp(-x) )

Regression model of y is a straight line
and the curve is a slope curve line between
0 and 1. Crossing point shows a boundary of
A from B and it is 1. 25 calculated by Python

program below.

5- 3. Implementation of Maximum Likelihood Estimation

# Python Program for Maximum Likelihood Estimation

import numpy as np

import matplotlib.pyplot as plt

# Simulated Data Generation

np.random.seed(seed= 3)

#Fix data with other programs
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#Initialization of data and array

X min=0
#Score of Companies

X max=2.5
X n=100
#Target Data
#Initial data for each group

X col = ['red, 'gray']
#Range of data A: 0.4t00.8;B: 0.8t0 1. 6

X =np.zeros(X n)
T = np.zeros(X_n, dtype=np.uint 8)

Dist s=[0.4,0.8]
Dist w=[0.8, 1. 6]

0. 5 #Percentage of each group
#Simulated Data Generation
for n in range(X_n)
wk = np.random.rand()

0 * (wk <Pi)+ 1 * (wk >=Pi) #Group A
X[n] = np.random.rand() * Dist w[T[n]] + Dist_s[T[n]] #Group B

T[n] =

# Show Data
print("X="+ str(np.round(X, 2)))

print("T="+ str(T))
#Show Uniform Distribution
def show_data 1(x, t):
K =np.max(t) + 1
for k in range(K): #Distribution of Group A
plt.plot(x[t == k], t[t == '
marker='0")

], X_col[k], alpha= 0. 5, linestyle="none
#Distribution of Group B

plt.grid(True)

plt.ylim(-. 5, 1. 5)
plt.xlim(X_min, X max)

plt.yticks([ 0, 1])

# Show Boundary
fig = plt.figure(figsize=( 3, 3))

show_data 1(X, T)
plt.show()

1] 2019/(
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The result of the program Maximum

Likelihood Estimation is

X=
.25 1.
15 1.
.09 1.
.93 0.
.56 0.
.99 2.
.06 0.
.92 1.
.27 1.
.39 0.
.740.951.661.172. 1.162.140.44 1. 29
.051.60.920.451.51]

T=

[1.93 0.812.230.570.750.77
75 0.850.73 0.950.53 2.05 0. 58
88 2.150.47 1.69 0.58 0.78 0. 63
250.76 0.56 0.94 0.69 1.99 1.9
86 0.76 0.59 1.17 1.84 1.56 0.91
480.84 1.16 1.67 1.22 2.14 1.57
26 1.391.11 0.98 2.36 1.67 0.79
76 0.54 1.11 1.03 0.44 0.98 1.57
50.451.172.14 0.61 2.23 0.45
052.151.371.02 0.74 1.05 2. 08
592.341.571.070.951.07 1.3

[10100011000010011010

0001001011000011110000111
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= g i

1111101101000100101001010
1111101110110101011110101

11101]

The probability of attacking is P(t= 0x)= 1-

P(t=1|x) where x= 1. 24

1 D ORO 8D e
0 - A TS
00 05 10 15 20 25

5- 4. Implementation of Logistic Linear Regression Model

# Python Program for Logistic Linear Regression Model

import numpy as np

import matplotlib.pyplot as plt

# Simulated Data Generation

np.random.seed(seed= 3)

#Initialization of data and array
X min =0

X max=2.5

X n=100

X _col =['red', 'gray']

X =np.zeros(X n)

T

= np.zeros(X_n, dtype=np.uint 8)

Dist s=0.4,0.8]
Dist w=[0.8, 1. 6]

#Fix data with other programs

#Score of Companies
#Target Data
#Initial data for each group

#Range of data A: 0.4t0 0. 8;B: 0.8to 1. 6
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Pi=0.5 #Percentage of each group
#Simulated Data Generation
for n in range(X_n)
wk = np.random.rand()
T[n] =0 * (wk <Pi) + 1 * (wk >= Pi) #Group A
X[n] = np.random.rand() * Dist w[T[n]] + Dist_s[T[n]] #Group B

# Show Data
print("X="+ str(np.round(X, 2)))

print('T="+ str(T))

#Show curve
def logistic(x, w)
=1/(1+np.exp(-(w[ 0] * x +w[ 1])))

return y

# Show Logistic Linear Regressio Function

def show_logistic(w)
xb = np.linspace(X min, X max, 100)

#A group

#B group

y = logistic(xb, w)
plt.plot(xb, y, color="black’, linewidth= 3)

# Boundary
i = np.min(np.where(y > 0. 5))

B=(xb[i-1]+xb[i])/2
plt.plot([B, B], [-. 5, 1. 5], color="K', linestyle='--")

plt.grid(True)

print(str(B))
plt.show()
return B

#Trial
-10]

w=[
show_logistic(w)

1] 2019/(

Nk)«l)u_} {‘,1



The result of Program above is
1.25

Computer Auflit Association
5% on g

The boundary is 1. 25.

150 1
125 -
100 -
0.75 1
0.50 4
0.25 4
0.00 1
-0.25 1

-0.50 -

0.0 0.5 10

4-4. Comparison of each
method and Robustness
Test

We simulated 3 methods to evaluate
the ability of detection of attacking;
Discriminant Model, Maximum
Likelihood Estimation and Logistic
Linear Regression Model. The results
(boundaries) of each Python program
were 1. 08, 1. 24 and 1. 25.

The performance of these models
can be evaluated by the number of
errors; wrong classification of attacking
data from ordinal data and vice versa.
We need to know the real number of
attacking to calculate scores and to group
them by using 1. 08 (variable depending
on the sample), 1.24 and 1.25. As we
don’ t have the real attacking data, we
have to use simulation. We assume the

followings.

15 20 25

Scores range between 0. 4 to 2. 5.

Score of crossing zone of attacking (A)
and ordinal (B) is between 0. 8 and 1. 2.

Probability of Ais 0. 5 and B is 0. 5 in
the crossing zone.

The result is as follows.

Discriminant Model case where
possible number of errors of crossing zone is
between 0. 8 and 1. 13: 10

Maximum Likelihood Estimation ( 0. 8
to 1.24): 13

Logistic Model ( 0. 8 to 1. 25): 14

Discriminant Model got the lowest
number of errors because the boundary was
lower than other 2 methods. Discriminant
Model assumes that both A group and B group
has normal distribution. Distribution of real
data or simulated sample data doesn’ t fit
normal distribution.

The results of Maximum Likelihood
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Estimation and Logistic Linear Regression
Model were almost similar. Maximum
Likelihood Estimation assumes uniform
distribution of 0 and 1.

We did robustness test. This test was
done by changing random seed and number
of samples and applied to the Python program
generating simulated data. The performance

of robustness tests was Discriminant Model >

Maximum Likelihood Estimation > Logistic
Model.

We need to consider the data fitting with
each method. We have no evidence about the
existence of normal distribution and uniform
distribution. These distributions are used for
the simplification of explanation. Simulated
data is best fitting with the curve moving from

Otol.

Table 3. Results of Robustness Tests

Trial # Seed Sample Size Discriminant MLE Logistic
1 5 100 10 14 14
2 10 200 23(11.5) 37(18.5) 37(18.5)
3 15 1000 122(12. 2) 194 (19, 4 194 (19, 6)
4 20 2000 251(12.5) 377(18. 8) 380(19.0)
5 25 3000 386 (12. 8) 593(19. 7 593 (19. 9
6 30 4000 514(12.8) 791 (19.7) 796 (19. 9
7 35 5000 631 (12. 6) 975(19. 5) 987(19. 7
8 40 6000 757 (12. 6) 1162 (19. 3) 1169(19. 4)
9 45 7000 861(12. 3) 1349 (19. 2) 1360(19. 4)
10 50 10000 1249 (12. 4) 1914 (19. 1) 1928 (19. 2)

Note: Possible error number (per 100)

information processing every day. After having

VI. IMPLICATIONS FOR
INTERNSL AUDITORS

detected attacking, other department must take
a responsibility to stop malware and reportin

Almost all the large and listed companies P vy P P g
to a supervisor. Internal audit department can

take that job.

have internal auditing department. The role

of this department is management audit. As

. . . Unfortunately, present internal auditors
internal audit department must be independent > P

) don’ t have enough knowledge and information
from other departments, it belongs to CEO.

about Cybersecurity. As a final chapter, we will
Report of internal auditor must be addressed Y Y P

. L. ) give several implications for internal auditors.
to CEO. If internal auditor is responsible for

1) Cybersecurity educational training: As
Cybersecurity, the incidents of attacking must (D Cy Y &

we have known, incidents occurred b
be reported to CEO directly and he/she can take y

. . . . human error. Educational training is
necessary actions immediately. Information

) ) most effective to minimize human
department must be responsible for detection

errors. Training courses by CYDER
of attacking but they are very busy for & Y

Nk)«l)u_J {‘,1///['1 Uj(“)



and GSX are held on weekend.
Personnel of internal audit department
shall take educational training courses

of Cybersecurity.

(2) Daily contact with information

€)

department: Incident occurs at the
information department. Internal
auditors need to know what happen at
the information department. With
accumulated knowledge by
educational training courses, internal
auditors understand what happened at
the information department and more
important is that they should stop
malwares and attacking.

Reporting and safeguarding of
computer system: Report of
Cybersecurity from internal audit
department shall be addressed to CEO
and he/she must recognize the
importance and necessity of
Cybersecurity. Reporting is the 1st
step and CEO must proceed to
safeguard computer system from
attacking. This is the 2nd step.
Internal auditors shall play an
important role to connect the top of a

company and information department.

VII. CONCLUSION

The following is the conclusion of this

paper.

(1)

Educational training courses using real

incidents have effects on

Computenr Auflit Association
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Cybersecurity. We used data of
targeted email attacking training and
Micro Hardening of GSX. Z-test
results demonstrated the effects of
education. 2nd session and 3rd session
of targeted email attacking training

and Micro Hardening are improved.

(2) Al programs may be used for

Cybersecurity to detect attacking. We
made 3 prototype Al programs.
Discriminant Model assumes the
normal distribution and Maximum
Likelihood Estimation assumes the
uniform distribution. The 2
distributions were used for
simplification of explanation but the
simulated data is not a real
distributions. This means that these 2
methods don” t have a theoretical
foundation. Real data is similar to the
curve of Linear Logistic Regression
Model.

(3) Incident occurs at information

department. It is responsible for them
to detect attacking to computer system
but they are busy in doing information
processing. After having detected
attacking and irregular information,
other department must take the role to
stop malware and attacking. Internal
audit department can do that role.
Missions of internal audit department
are (a) stopping malware and recovery
of computer system and (b) reporting

the incidents to CEO.
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Critical Analysis and
Improvement on Block-chain’ s
Security and Auditing Concerns

TSE Woon Kwan Daniel;

WANG Yanbing

Abstract

Because of keen business competition nowadays, enterprises have found ways to
improve efficiency of their business operations. One of the improvement tools is Financial
Technology (FinTech). However, FinTech is too new that the use of it requires careful
planning, implementation as well as monitoring. In this paper, the nature of FinTech is
explored and then critical analysis on its security and auditing concerns. Finally, some

improvements in these two concerns are provided.

Keywords: Financial technology, Distributed ledger, Block-chain, Security, Auditing.

l. Introduction by the high-tech as well as Internet companies
with the help of mobile Internet, big data, cloud
1-1. Basics of Fintech computing, artificial intelligence and other

, o ] emerging technologies. Fintech and financial
In todays competitive business '
) ] ) products provided by bank complement
environment, the use of good financial tools )
) ) ) o to each other, rather than the subversive
is very important for getting competitive ) ) ) )
' . o relationship. The nature of Fintech consists
advantages. Fintech is an abbreviation ) ) )
i ) ' of the following two parts: First, Fintech
for financial technology which refers to o
) o ) ) is driven by data and technology. From the
the integration industry of financial and ) ) ) )
) ) view of data dimension, the data size hold by
information technology. It also can be regarded ) )
) ) ) Fintech companies should be large enough.
as the low-threshold financial services carried
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From the view of technology dimension, new
technologies are superimposed on the basis
of data, which can be illustrated by Figure 1
below. Second, Fintech companies devote to
provide customers with better financial service,
including improving the efficiency of financial
services and reducing the cost financial
services (McCaffrey and Schiff 2017). The use
of information technology has largely increased
the amount of financial services for customers
and improved the frequency of financial

service, consequently, expanding the scale of

entire financial services market. The traditional
financial institutions may be adversely
affected by the new financial technology
companies. The greatest impact of Fintech is
the satisfaction of the financial requests which
cannot be met in the past. In a word, Fintech
just reduce the threshold of financial services
so that inclusive finance will become possible
to be implemented. Fintech companies are
committed to providing personalized services

to customers.

I : Mobile interconnection
nterconnection
technology Internet of things
o Cloud computing
Distributed
technology \ Block-chain
FinTech
Big data
Al
Vl Biometric authentication
Security
Encryption

Figure 1: The components of Fintech

The core of financial products is risk
pricing. Under the current financial service
conditions, meeting the needs of customized

financial service is difficult to be realized,

No.40 EIEFERZIAT] 2019/08

since it will consume much money. However,
Fintech can effectively solve the problem. For
example, when providing loans, loan interest

rates for personal are different, according to the



credit data analysis. When choosing the most
appropriate portfolio according to personal
financial goals and risk attributes, all Fintech
services only need clicking mouse to complete
(Wiegner 2016). Based on characteristics
of Internet users, more innovative financial

products are born.

1- 2. Distributed Ledger

Distributed ledger is widely regarded
as the representative technology with great
potential, also most likely to have a major
or even subversive impact on the current
financial business model (Maull et al., 2017).
The technical principle of distributed ledger is
all users in a network record any transaction
information synchronously, verify the
authentication of information mutually, rather
than depending on traditional intermediary,
including stock exchange, banks. By mutual
verification between users, reduce the
possibility of some information being forged,
modified by a few users and enhance the direct
trust between both transaction parties, so as to

greatly reduce the cost of intermediary.

1-3. The Role of Block-chain
Technology in FinTech

Among all technologies involved in
distributed ledger, block-chain is the most
important and representative technology.
The general process can be illustrated as
follows: When a transaction occurs, the
transaction participants can submit the

transaction information to the network. Then

Computenr Auflit Association
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the transaction information is encrypted and
becomes unmodified, existing as a packet form
named as block. Each block needs to be sent
to other participants in the network, in order to
synchronously compare and verify the history
information recorded by these participants’
distributed ledgers (Maull et al., 2017).
Only the vast majority of participants have
recognized the authenticity and validity of the
block. It can then be stored in the distributed
ledger of each participant and make as a chain
with previous blocks which form the block-
chain.

In short, the block-chain characteristics
can be summarized as follows: (1)
Decentralization: The center of the
management mechanism does not exist in
the network, but a distributed point to point
network structure, each point in the network
equivalent access authority; ( 2) Autonomy:
All points can be free to exchange data based
on the consensus specification and protocol
among a de-trust environment; ( 3) Security:
Using asymmetric cryptography technology
to encrypt transaction data, at the same time
guaranteeing transaction data is theoretically
difficult to be modified with the help of Proof
of Work mechanism; ( 4) Transparency: all
transactions recorded in the whole network is
open and transparent, which solve the problem

on asymmetric information (Romano 2017).
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Il. Critical Analysis on
Security and Auditing
Aspects

Block-chain is like a sword with two
sides. Besides having many benefits and
advantages, its implementation also has some
risks and disadvantages. Lamberti ( 2017)
discussed that using block-chain technology
has the disadvantages including: (1)
Throughput: Block-chain exchange for system
security at the expense of its performance;
(2) Concurrent process: Block-chain cannot
support access of high concurrent client; ( 3)
Access control: How to design decentralized
access control for block-chain is also a problem
to be solved; (4) Query statistics: Block-
chain is inconvenient to inquire in Non-Key
and history data; ( 5) Expansibility: Most of
the block-chain platform overall performance
declined with the increase of the number;
and ( 6) Transaction processing: Block-
chain platform mainly rely on the underlying
database to provide transaction processing,
while the underlying database is mostly Key-
Value database without transaction processing
capabilities. The following paragraphs focus on

three important areas for critical analysis:

2-1. Robustness

The robustness of the block-chain
payment is mainly related to its security
performance. How secure the block-chain
payment is, can be regarded as the fundamental
factors for its application and development. For

payment process, data security and transaction

ISRERZ AT 2019/08

information security always deserve much
attention. First, the block-chain technology has
the decentralization characteristic which can
highly improve its security performance in data
protection, compared with other centralized
system. The whole network has no centralized
hardware or management system and each
participant point can get a copy of the whole
database. The damage of any point will not
affect the whole system operation. Therefore,
the possibility of hacking into the block-chain
system is almost zero. The modification of the
database on a single point is invalid, which
means it cannot affect the data content on other
points. Thus, the more points participate in the
system, the higher the data security will be.

Second, ensuring the asset ownership in
payment process is the security foundation of
digital asset protection. Block-chain provides
the ownership authentication function based
on the standard digital signature algorithm
and is considered as an effective way to
protect digital assets. In the block-chain, each
payment is stored in the block transaction
record which contains the transaction content
and the public key certification of the asset
receiver. Compared with the common public
key certification, it removes the public key
owner identity information, thus ensuring the
anonymity of the asset receiver. The asset
receiver only needs to keep the private key
corresponding to the public key so that the
ownership of the asset can be declared and
verified.

The asset ownership proof in block-chain



payment is divided into two processes: One
process is making payment signature. Three
parts are bound together by the asset payer,
including the hash value of the asset receiving
record for last time, payment information for
this time and public key certification of asset
receiver. Then the asset payer uses its own
private key to make digital signature. The
digital signature indicates that the payment is
authorized by the asset payer. Another process
is verifying payment. For a valid payment
signature, anyone can verify the payment
signature based on the payer's public key
certification stored in the previous payment
block. However, this process does not need to
disclose the identity of the user.

Signature technology is also the basic
guarantee to ensure block-chain payment
security. Some new signature techniques have
been introduced into block-chain construction,
such as blind signature, group signature, ring
signature, aggregation signature, threshold
signature, etc. The introduction of these
signature technologies can meet demands
of payment process. Compared with the
traditional digital signature technology, these
advanced signature techniques have special
security attributes and are usually provably
secure. In addition, providing higher security
and better performance is conducive to
improve the application effect of block-chain in

payment.

2- 2. Flexibility

The application of block-chain technology

Computenr Auflit Association
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in payment system brings a lot of flexible
and convenient changes. This part explains
the flexibility of block-chain payment in an
object-oriented way (Eikmanns & Sandner
2015). First, based on practical application,
block-chain payment can effectively solve
the complex problems of international cross-
border payment. Secondly, from the technical
point of view, the block-chain technology
is applied to the cryptocurrency payment
system, which can effectively overcome the
long-standing problem of double payment
for cryptocurrencies. The following will start
from this two aspects, specifically analyze how
block-chain payment optimize the process, and
solve the problem.

For the first aspect, it is the international
cross-border payment. There are some
prominent business bottlenecks in the existing
cross-border payment process. First, the
transaction chain is long, the participants
are more, and the intermediate links produce
considerable expenses. Second, the operation
is not convenient, such as payment can be
conducted only in the banking hours, the
account number and payment path code must
be accurately entered. Third, the settlement
process is very slow, often takes a couple
of days. For a long time, banks and clearing
institutions are trying to achieve the following
ideal state, including reducing transfer costs,
improving cross-border payment security and
speeding up settlement process.

The block-chain technology can provide

solutions to these problems. A unified
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distributed ledgers system verifies payment
through consensus mechanism through each
participant nodes. It doesn't need any trust
centers. Banks can pay point to point without
the help of third parties. This can save many
intermediaries and links, to achieve real-
time arrival, which can meet the cross-
border payment timeliness and convenience
requirements. Currently a relatively feasible
landing scheme is primarily using block-
chain payment within a bank group,
generating private chain for cross-border
payment process, to realize the synchronous
management of money and account, and to
avoid the reconciliation between different
databases. When multiple banking groups have
the practical basis of block-chain payment,
the establishment of interbank block-chain
payment system is workable. At the same time,
from the supervisor's point of view, all payment
information recorded by block-chain cannot
be tampered. All supervisors and auditors have
access to the block-chain.

For the second aspect, it is the double
payment problem. The so-called "double
payment", refers to that cryptocurrencies,
no matter how strictly they are encrypted,
are always a string of binary code, which
can be easily copied, because of the infinite
replicability of cryptocurrencies, if there is no
center institutions, there is no way to confirm
whether a cryptocurrency has been spent.
Therefore, in a payment process, there must be
a credit third party to retain payment record, so

as to ensure that each cryptocurrency will only
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be spent once.

So, whether it is a centralized system
or a centralized system, to solve the double
payment, the consensus mechanism for
each transaction must be conducted. With
the help of combination of timestamp and
consensus mechanism, block-chain payment
can effectively solve the problem. Every block
is labeled with a timestamp and published
among the whole network, to ensure that every
cryptocurrency can’ t be paid again after first
payment. If and only if all payments contained
in the block are valid and never existed before,
then every participant node agrees with the

validity of the block.

2- 3. Auditability

The auditability of block-chain payment
is mainly attributed to the unique natures
of block-chain technology, including data
transparency, non-tampering and traceability.
This part will explain the auditability of block-
chain payment through the analysis of the
above three natures. What' s more, the control
for audit purpose used by block-chain payment
will also be described in this part.

The block-chain, which is actually a
database, can be seemed as the transaction log.
Each successfully approved payment would be
recorded in a block, and then the block would
be linked into the chain. Frankly speaking,
the block-chain itself is the basic trail for
auditing (Wei 2016). The natures brought by its
operation mechanism play the important roles

in improving audit control.



The first nature to be introduced is data
transparency. The information of each payment
is transparent and open to all nodes, which is
the basis for the payment system to maintain
the trust of the whole network node. With high
transparency, data recording and processing can
be restored by all nodes. In this mode, every
node can act as the auditor to review each
payment conducted in the network.

Another two natures, non-tampering
and traceability, are critical factors for the
auditability of block-chain payment, which
are both based on the application of timestamp
technology in its data storage structure. So
it is necessary to make a simple introduction
about the timestamp technology. Timestamp
technology is not a new technology, but it
is a great innovation to apply it to block-
chain technology. The timestamp is the time
when the current block data is written and
is stamped when the block is created. Its
existence provides the trace evidence for each
payment. Each participant node in the network
can record the payment generating time into
block by using timestamp. Once the payment is
approved by most of participant node, the block
would link to block-chain following the time
sequence. This mechanism makes the audit
tracing process convenient. And theoretically
speaking, generating fabricated record is almost
impossible to accomplish. Besides, once the
block linked in the block-chain, the payment
information is permanently stored, which
means no change is allowed. This mechanism

can prevent any malicious tampering, which
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effectively increases the accuracy of audit
process.

Totally speaking, the application of
timestamp helps the block-chain to form a
database that cannot be tampered or fabricated.
The block-chain links the blocks labeled
with timestamp following time sequence,
and integrates the time dimension into the
block-chain skillfully. Tamper resistant and
temporal dimension gives the characteristics of
traceability and security, which high improves
the auditability of block-chain payment. From
the control standpoint, the nature of traceability
makes great contribution in audit trail control.
While the nature of non-tampering makes great
contribution in database control (Masry & Reck
2008).

lll. Suggested Improvement
on Block-chain Security
and Auditing Aspects

The payment application based on
block-chain is known for its security. The
non-modifiability and transparency of the
distributed ledger technology make it an ideal
choice for maintaining transaction record
integrity. Although the use of block-chain in
payment is becoming more and more mature,
there is still room for further improvement
which can be realized by biometric technology.
The combination of biometric technology
and block-chain technology should be able to
enhance the security of payment process.

The core issue of payment front end is
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identity authentication. In general, the problem
of authentication can be summarized as: how
to prove the "I am I"; "you are you"; how to
confirm that the sending part is indeed the
owner of account. That is to say, if "I am I"
is successfully identified, my transaction is
undeniable. This point plays a real important
role in the development of block-chain
payment. According to the whole logistic
flow, security rules are used to confirm the
authenticity of each transaction. Authenticity of
the transaction ensures the authenticity of the
circulation of funds. All authenticity guarantees
the legality of the balance in account.

(Oscar et al., 2019) describes how the
combination of biometrics and block-chain
can significantly reduce the risk of fraud in the
payment industry and comply with the existing
regulatory framework. In the article, the
authors point out any people who can access
to other people’ s mobile phone or e-mail can
easily approve payment (cost other people’ s
money) using the same or different devices.
Biometric technology can almost eliminate the
possibility that fraudsters pretend to be account
owner and approve transactions.

Next, the feasibility for biometric
technology used in block-chain payment will
be analyzed. For some public chain such as
bitcoin, the user's identity does not need to be
verified. Only by digital signature to ensure
that the user has a private key, then the user can
do related operations. Even non-authentication

can be regarded as one of the ways in which

bitcoin, Ethernet and other virtual currencies

FI] 2019/(

are used to increase anonymity. However, this
method can also bring some other problems,
such as poor experience feeling. A long string
of irregular combination of digital letters is
quite inconvenient to remember. Once the
private key is lost or forgotten, it cannot be
retrieved. But it is obvious that most of the
users are not able to accept the fact that their
assets will not belong to them if they lost their
private key.

For financial sector, authentication not
only involves the experience feeling but also
satisfies the legitimacy conditions. According
to information security laws and regulations
in some countries, the private key of core
financial institutions must be contained in a
physical medium which is independent to node
equipment (like U shield). That is to say, the
physical device which contains the private key
can represent identity. This experience seems
to be enough to meet user needs in the financial
field but for ordinary users is still not perfect.
People are used to the account password in the
system. Furthermore, today users gradually
prefer to the mobile phone terminal, so the
experience feeling will be very bad if users still
need a physical media to finish the signature
process.

Biometric is considered to be one of the
best solutions for block-chain technology, to
solve the problem existing in user identity
authentication. Biometric technology can
use physical characteristics or behavioral
characteristics inherent in the human body

to verify people’ s identity. The generally



used biological characteristics include face,
iris, fingerprint, palm print, voice. Now more
commonly used fingerprint, for example now
people need to enter the fingerprint when
applying ID card. There is no doubt that with
technical support fingerprints are easy to link
reality identity and online data on policy.

In our research, there are two constructive
solutions on how the biometric fingerprint
verification is applied to block-chain payment.
The first solution is to introduce the double
insurance mechanisms. That is to say, user is
required to verify fingerprint before accessing
the account and making encryption using the
private key which aims to confirm that user is
indeed the account owner. In addition to the
combination of fingerprint and private key, no
other method can transfer asset in the account.
In other words, it is possible that other people
can acquire the private key but almost not
possible for fingerprint. Actually this solution
mainly focuses on improving payment security
but do nothing to improve the user experience.

Another solution is the evolutionary
version of the first solution. According to
the first solution, account owners have to
keep their private keys by themselves. But
generally speaking, a long string of irregular
combination of digital letters is really easier
to be forgotten, which means asset in the
corresponding account is lost at the same time.
This is undoubtedly that the ownership of asset
is greatly threatened. In the second solution,
we envisage that a mapping relation can be

conducted by system between fingerprint
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and private key. Simply speaking, the private
key can be kept by system. Once fingerprint
authentication finishes successfully, account
owner does not need use private key to encrypt
any more. However, this solution involves the
private key storage process which needs more
effective protection measures to make sure
the private key cannot be stolen by hackers.
The detailed contents will be elaborated in our
future research.

Although block-chain technology is not
a tool for auditing, it would have the impact
to the traditional auditing technique that affect
auditing and assurance profession. Although
there are a couple of non-proven services
provided by some consultancy companies
in handling such impact on auditing, their
approaches and methodologies are proprietary
and confidential that there is no way to trace
their success. In fact, the ultimate goals of
auditor s work are to detect any possible
material misstatement in the accounting records
as well as checking whether the internal
controls exist and working reliably supported
by evidences. AICPA (2017) asserted that an
audit involves an assessment that recorded
transactions are supported by evidence that
is relevant, reliable, objective, accurate and
verifiable. Therefore, the acceptance of a
transaction into a reliable block-chain may
constitute sufficient appropriate audit evidence
for certain financial statement assertions.
For example, in smart-contract block-chain
application, management is responsible for

establishing controls to verify whether the
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smart-contract source code is consistent with
the intended business logic. In other words,
although it is not so urgent for auditors to be
competent in handling block-chain technology,
they need to monitor the developments in
block-chain technology because it will impact

their clients’ information technology systems.

IV. Conclusion

In summary, Fintech is one of critical
success factors in today s business world.
Block-chain is the core technology in Fintech
but it is not almighty as discussed above. Thus,
Fintech' s potential security and auditing
problems are the barriers for successful
implementation. Some other tools have to be
used in tandem with Fintech. One of these is
biometric technology. Assistance of biometric
technology is not the necessary condition for
improving block-chain payment. Without
biometric technology, block-chain payment can
still be implemented. If block-chain payment
intends to be popularized in people’ s real
life, law regulation and user experience are
the two problems which must to be solved.
Biometric is one of the possible solutions for
the two problems. Simply speaking, biometric
technology is likely to be a bridge which is
able to lead block-chain payment to real life.
Last but not least, block-chain’ s security and
auditing concerns do have impact to auditor s
profession. Auditors are no need to be fear
about the complexities of its technology but

they should get sufficient acquaintance with its
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technology in order to prepare for the changing

auditing requirements and standards.
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Abstract

Banks are one of the most important financial institutions in the economy. In recent
years, there have been many major financial events in the international community. For
example, in July 2016: the first bank ATM piracy case, the hacker used the telephone
recording system of a silver London branch as a springboard, and finally remotely
controlled 41 Taiwanese silver. ATM, stealing more than 83. 27 million yuan, September
2016: First Bank and First Gold Securities were hacked to conduct Decentralized Blocking
Service Attack (DDoS), personal online banking, corporate gold online banking, securities
firm electronic order platform The service was interrupted for several hours, October
2017: The hacker invaded the Far East Bank's International Remittance Trading System
(SWIFT), which caused a lack of operations and affected the overall business operations, as
well as the national economy and life. The Financial Supervisory Commission (hereinafter
referred to as the Financial Management Association) To improve financial stability and
promote the development of financial markets by improving the business operations of
financial institutions.

In accordance with the research methods of domestic scholar Lin Yilong ( 2015),
this paper continues to analyze domestic bank penalties in recent years, adopts the content
analysis method, and classifies the internal auditing errors of operational operations and
the internal control objectives of their impacts. Key auditing of operational operations and

recommendations for setting up the internal audit process of the banking industry.

Keywords : Major Enforcement, Information security governance, Forensic
accounting, Fraud, Digital Evidence Forensic Standard Operation Procedure
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Is BitCoin a reliable FinTech
Tool?

TSE Woon Kwan Daniel
ZHOU Xinquan
CAlI Xintong
LI Jingyi

SHANG Di

Abstract

The popularity of BitCoin has been reflected by its fluctuating exchange rate in the
financial market. Because of its special useful characteristics, it has been adopted by
growing amount of enterprises as one of the financial technology tools nowadays. On the
contrary, some countries show strong skeptical attitude or even rejection towards it also
because of its special characteristics which affect effective governance issues so much.
In this paper, we first review the past literature for understanding the origin and nature of
BitCoin and then perform detail analysis by dissection of its strengths and weaknesses.

Finally, we come up with the security and auditing concerns.

Keywords - BitCoin, FinTech, Security, Auditing, Robustness, Flexibility, Auditability

l. Introduction the financial services industry more efficient.
These FinTech companies are usually created
Financial Technology (FinTech) refers . . .
with the goal of adapting and perfecting the
to an economic industry formed by a group : .
large financial firms and systems that are not

of enterprises that use technology to make
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technical enough to make products and services
more efficiently and less costly. With the
rapid booming of FinTech, Internet finance is
changing into financial science and technology
which reveals the new trend of the deeply
integration between Internet and financial.
It uses scientific and technological means to
innovate financial industry and to improve the
efficiency of financial services for reducing
the cost of financial services through creative
Internet solutions. This new mode of increasing
customer experience will eventually bring a
brand-new experience to investors. BitCoin is
one of the key elements used in FinTech which
successes critically rely on the sophistication
of this fantastic element. However, the use of
BitCoin has also introduced lots of application
problems (https://news.bitcoin.com/). In this
article, background of FinTech and BitCoin
were investigated and then followed by the
critical analysis of potential security and
auditing problems brought by using BitCoin

element.

Il. Literature Review

The word “FinTech” literally means the
combination of “finance” and “technology”
which is similar to “marriage” . With the
rapid development of Internet and information
technology, FinTech has become very popular
among experts, society and governments.
Financial Stability Board (FSB) understands
FinTech as financial innovation driven by

technology (Wang et al., 2017) and it is one

Computer Audit Association
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of new business models, new technology
applications, and new product services
including both the front-end industry and back-
end technology that has created great impact
on financial market, financial institutions and
financial services.

It has taken quite a long time for finance
and technology to get ‘married though the
public attention to FinTech increased rapidly
since end of 2014. The FinTech entered into a
new step gradually since the global financial
crisis in 2008. Xie et al (2007) claimed
that the evolution of FinTech pays more
attention to the balance between potential
benefits and potential risks, new challenges
and opportunities in developing countries,
particularly Asia.

Basically, the understanding of FinTech
is divided into two types. One is that advances
of science and technology, especially the
improvement of information technology,
have positive impact on financial structure.
For instance, Mishkin ( 1999) believed that
transaction cost and asymmetric information
are fundamental driving force to drive
the evolution of financial structure. The
improvement of technology has greatly
improved the information asymmetry that
enables financial intermediaries to get more
financing from less-informed investors to
advance liquidity in financial markets. At
the same time, advances of technology have
dramatically reduced transaction costs which
results to new financial services constantly

emerging and expanding their market capacity.

s~

No.40 FEJEFEEZHAT] 2019/08



e 16 75.

% 40 H

With the BitCoin growing up around the
world, the block-chain technology which is
technical infrastructure of BitCoin is drawing
public attention. The core advantage of block-
chain is decentralization. That is to say, the
block-chain technology could realize peer-to-
peer transaction, coordination and cooperation
basing on decentralized credit by applying
encryption, timestamp, distributed consensus
and economic incentive to provide solutions
for centralized institution in which there are
high costs, poor efficiency and unsafe data
storage. In addition, the block-chain technology
is considered as the fifth disruptive innovation
in computing paradigm following mainframe,
personal computers, internet, and social media.
It is also the fourth milestone in the history of
the evolution of human credit following blood
relatives’ credit, precious mental credit and
central bank notes credit (Swan 2015).

The rapid development of block-chain
arise extensive concern from government
departments, financial institutions,
technological enterprise and capital market.
In 2016 January, the UK government released
block-chain research report in order to actively
improve the application of block-chain in
financial and government affairs (Walport
2016). People’ s Bank of China held digital
currency seminars to explore the feasibility of
using block-chain technology to issue virtual
currency in order to improve the efficiency,
convenience in financial activities.

BitCoins are so far the most successful

implementation of block-chain technology.

No.40 EEISFERZHATI 2019/08

According to block-chain real-time monitoring
website (Block-chain 2017), an average of
120, 000 trades involving about $ 75 million
a day are written into the BitCoin block-
chain and have generated more than 400, 000
blocks. At present, the number of BitCoins
mined is more than 15 million. Its total market
capitalization is over $ 5. 9 billion ranking
144th in the world GDP during 2015 (Yuan
& Wang 2016). In other words, decentralized
BitCoin has relied on algorithmic credit to
create a global economy comparable in volume
to smaller European countries without the
credit endorsement of the government and the
central bank. It is estimated that by 2027, 10%
of global GDP will be stored via block-chain
technology.

lll. Background of BitCoin

The BitCoin concept was first proposed
by Nakamoto ( 2008) to design and release
open source software based on Nakamoto's
ideas with a point-to-point (P2P) network on
it. The feature of P2P transmission indicates
that it is a decentralized payment system. It is
a digital currency generated by a distributed
network system in P2P form which relies
on distributed network nodes to participate
in a consensus process known as Proof of
Work (PoW) to complete the verification and
record BitCoin transactions. The process of
PoW is also called BitCoin mining and every
note is called miner. Each node contributes

its own computing resources to compete to



solve an adjusted mathematical problem. The
miners who solve the mathematical problem
successfully will get the accounting right of
the block, and pack all BitCoin transactions
for the current time period into a new chunk,
chronologically linked to the BitCoin currency.
At the same time, the BitCoin system will issue
a certain amount of BitCoins to reward the
miner and motivate other miners to continue
contributing computing force. The circulation
of BitCoin relies on cryptography to ensure
security. The following figure shows the
BitCoin ecosystem.

Compared with other currencies, BitCoin
is not governed by a specific currency
agency. It is generated through many different
calculations which based on a particular
mathematic algorithm. The BitCoin economy
applies a distributed database of nodes in
the whole P2P network platforms to make
sure all transactions are recorded; it also uses
cryptography to confirm the safety of all parts
of currency circulation. Decentralization and
algorithms themselves are able to ensure that
currency is less likely to be manipulated by
massively producing BitCoin. Designing with
cryptography feature allows BitCoin will
be just accessed or paid by the owner. This
also promises the anonymity of ownership of
currency and distribution transactions. The
most significant difference between BitCoin
and other currencies in our daily life is the
number of scarcities: BitCoin has limited
number of scarcities; BitCoin could be seen

as the redeem money that can be changed into

Computenr Auflit Association
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most countries. Users are able to use BitCoin
to buy some real-life items, like clothes,
books and even outfit of online games. The
monetary characteristics of BitCoin include
decentralization, circulation around the world,
exclusive ownership, low transaction cost, no
hidden cost and multiple platform mining.
BitCoins are the result of the integration
of cryptography with the current advances in
Internet communication technology. It is a
decentralized P2P digital currency, which is
designed based on the encryption methods. As
mentioned before, Internet and cryptography
techniques are used to ensure the transfer speed
and security of funds between the two parties
without a third-party platform to grant credit.
Transactions about BitCoin are not supervised
by any government or institutions. It has the

following security and auditing attributes:

3-1. Security and anonymity

According to Nakamoto ( 2012), all of the
financial transactions which can be achieved
through the BitCoin network are all encrypted
by public key. The system will produce two
related private keys based on some mathematic
ways. Then, encrypted private key cannot be
used to decrypt the message. If user receives
one of the private keys, another one could be
passed publicly. When other people want to
transport BitCoin to this account, he is required
to input the public key. Then, public key will
encrypt the payment activity; specified user is
the only person who can decrypt the related

private key transactions. Also, the payer must
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admit this transaction by his own private key
at the same time. For further improvement in
terms of security, in every transaction, users
should be allowed to create publics addresses

when it is essential.

3- 2. Decentralization

As a kind of digital currency, the build of
BitCoin does not need any agencies or banks
to deal with these transactions. Community
of BitCoin could be treated as a bank; all
of the users in this bank contribute their
working efforts into this community. This
feature makes it possible to finish centralized
processing in the user's entire network the P2P
technology. All of the exchange activities can
be done through existing BitCoin procedure.
According to Grinberg ( 2012), apart from that,
decentralization system has another benefit,
which is that hacker cannot get close to the
real BitCoin platform effectively. The data
related to BitCoin is dynamic and synchronized
by the entire networking calculating ability.
It is difficult to obtain the BitCoin data
since excellent, beyond the whole network
computing power is required. The possibility
for individual or an organization to get the
ability which exceeds the whole network is
low.

However, cracking password by computer
it not the only choice for hackers to steal the
information. It is likely for them to steal user
information in other ways, thus influencing
the security of BitCoin. Generally, BitCoin

system is safety, systems and software that can
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integrate individuals into a stable community
by P2P platforms. Furthermore, the design of
the system makes it possible for new member
who is willing to join the community freely,
in other words, they will not be refused by
anyone. Once people want to change the
BitCoin system or community, the permission
of most members is required, this ensures that a
stable system of fair and democratic protection
of the interests of users.

In larger virtual communities or software
systems, virtual currency issuers rely on strong
capital or goodwill to support the circulation
of electronic money within a certain range.
However, there is no guarantee of third-party
credit in the circulation and distribution of
BitCoin, and transaction security often depends
on the credibility of both parties. In the event
of any dishonesty on the part of the parties
to the transaction, the legitimate rights and
interests of the other party cannot be effectively
maintained. Especially in cross-border
transactions, because the transactions span
across different jurisdictions, the two parties
are far apart and trade in BitCoin without credit
guarantee, the seller cannot guarantee that the
buyer will be able to make the payment after
the delivery, and the buyer will not be able to
do so after the seller ensures the scheduled
delivery. Such transactions, seemingly
exempt from the middle of the bank exploit,
but in essence a retrograde online payment
mechanism. The behavior of both parties to the
transaction is completely governed by credit. In

the event of a dispute, the rights and interests



of both parties to the transaction are hard to be

guaranteed.

IV. The strengths and
weaknesses of the
BitCoin

4-1. Strengths

BitCoin helps the block-chain technology
able to avoid nearly all the information security
problems. Since the hash function is a one-
way function, if the people who do not know
the right information, then they will have
no possibility to decrypt it. Take the Wanna-
Cry as example again, why the attackers are
willing to choose the BitCoins as the only
currency they will receive? One of the most
important reasons is the security and privacy.
Since the BitCoin has been delivered to the
attackers, there is no method that can trace the
delivery trail if the receiver cannot provide the
authentication; however, it is allowed in the
BitCoin system. Therefore, it can be considered
that the BitCoin is one of the safest way to do
the transactions all over the world.

In the meantime, the use of digital
signature and the timestamps provide the
entity authentication that including the digital
origin authentication and the freshness. These
two cryptology can help people authenticate
where exactly the BitCoin comes from and
when exactly the BitCoin generated. These two
characteristics help people perform the entity

authentication, giving the confidence of the
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whole transaction process.

In addition, the BitCoin transactions
can happen at any time in any place. It will
significantly reduce the transaction time in
real situation. It is highly possible for one
BitCoin transaction to be completed in only 10
minutes. The reason that the whole transaction
time can be deducted is mainly because of
the elimination of the traditional third agency
between the seller and the buyer, such as
the huge banks in between the transaction
process. Furthermore, the transparency of the
transactions record is open for all participants
who are using BitCoins. All the payment
records will be stored in the whole block-chain
system, and everyone can check it if they want.
Most importantly, the personal information of
the seller and the buyer will not be included
in the records, which means it is totally safe
for the people who do not expect their private

information leak out.

4- 2. Weaknesses

Every coin has two sides; the BitCoin
is not an exception. Along with the people
increasingly take part in this field, the negative
side is starting to appear. At first, there is a
limitation of the number of the BitCoin, which
is at most 25 BitCoins will be mined per 10
minutes. Therefore, when the demand cannot
be satisfied by the supply although the value
of one BitCoin experienced dramatically rise
in the past decade, the challenges of getting
one BitCoin will be much difficult than before.

The requirements of hardware are strict and the
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entry barrier of this area is high as well which
means the basic computer knowledge will be
required.

Secondly, the governance of the
BitCoin market is another problem which the
government needs to take into account. Due
to the coinage controlled by the “miners” ,
the government cannot manage the total
number of the BitCoin. Similarly, the ability of
implementing the corresponding policy will be
lacked. At the same time, the BitCoin is not the
legal tender in most of the countries, so it may
impede its circulation when the transactions
happen around the world. Furthermore, the
hardware security must be considered as one
of the most important issues for the users is the
need to pay more attention. For instance, the
data will be definitely lost if the hard disk is
lost. Or even just forgetting password of your
account, then your BitCoin will disappear.
Besides, the exchange rate has a significant
fluctuation after it was created, the real value of
the BitCoin is hard to do the confirmation, the
possibility of the miners or the consumer may

experience a huge loss is high.

V. Potential Security and
Auditing Problems of
BitCoin

5-1. Robustness

The BitCoin economy uses a distributed
database of nodes across the P2P network to

identify and document all transactions and
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to use cryptography to ensure the security of
all aspects of the currency flow. However,
the robustness of the BitCoin is not that high.
BitCoin and other attempts use block-chain and
other technologies and conventions to ensure
the scarcity of currency, thus challenging
the current financial system of bankruptcy.
However, the price of BitCoin has been highly
volatile. According to statistics, its volatility is
more than seven times that of gold, more than
eight times the stock market index such as the
S & P 500 index. Such volatility poses a greater
risk that it will not be able to serve as a means
of value storage nor as a unit of account for
general merchandise. Moreover, the agreement
that the total number is permanently limited
to 21 million and decentralized also limits the
BitCoin's management functions in the socio-
economic implementation.

According to Grinberg (2012), BitCoin
transactions rely on encryption and block-
chain technology. However, the current BitCoin
system does not yet guarantee the security of
individual who owns BitCoin in its own storage
and exchange of national credit money. The
choice of wallet and trading platform is like
the choice of banknotes for all commercial
banks and clearing center. BitCoin was stolen
for the most part, with Mt.Gox, the world's
largest BitCoin exchange operator, bankrupt in
February 2014. At that time, 850, 000 BitCoins
in the trading platforms were stolen by hackers,
with an estimated loss of about 467 million
U.S. dollars. In August 2016, Bitfinex, the

Hong Kong-based digital currency exchange,



stole 119, 756 BitCoins at a total value of
about 75 million U.S. dollars. As a result, the
BitCoin prices fell about 25%. Therefore, the
robustness of the BitCoin is not that stable for
any investments, sometimes the fluctuation
even much bigger than purchasing a stock.

The processing of BitCoin is complicated.
In order to ensure that there is no double
payment, the BitCoin needs to be as follows:

(1) All transactions open to the public

(2) Need to have a time stamp, all

transactions are in order

(3) The need for additional resources to

confirm the transaction

History of the whole network open, then
each account there are how many BitCoin, not
by a data to represent, but based on historical
transactions derived. The history of the
transaction chain is recognized through the
entire network, in order to ensure that not be
faked. All transactions, according to the order,
to be timestamped, the previous transaction
is successful, the entire transaction chain is
recognized, the next transaction is based on
the last transaction to generate, the entire
transaction is a transaction chain, In order to
ensure that not be double pay.

The confirmation of the transaction
needs some powerful resources to support it.
This introduces a work load proof that more
than 50% of the whole network can prove
the validity of a transaction. If someone
wants to tamper with a previously completed
transaction, it becomes difficult. So from the

transaction point of view, the entire system is
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very stable.

But on the other hand, the product is very
unstable for BitCoin. Price rose rapidly. As a
commodity, BitCoin has fluctuated in price in
just a few years. From the beginning of 2009
to the beginning of 2010, BitCoin was of no
value. In the first half of 2010, when BitCoin
began trading in the first half of 2010, the
value of 1 BitCoin was less than 14 cents.
In the summer of 2010 BitCoin transactions
started to enter the golden age. Due to the
disparity between supply and demand, the
online transaction value Start to rise. By early
November, BitCoin rose to 36 cents after a long
silence at 29 cents. The exchange rate with
the U.S. dollar reached a 1: 1 exchange rate
in February 2011, stabilizing at 87 cents and
rising to over 1. 06 U.S. dollars. In the spring
of 2012, BitCoin reported "big bang" growth
after Forbes covered "cryptocurrency." From
early April to late May, it rose from 86 cents to
8. 89 U.S. dollars. Then, on June 1, it went 3
times in a week to reach 1 dollar for 27 dollars.
On April 10, 2013, BitCoin touched $ 266 all
the way, dropping to $ 50 in just a few days and
quickly returned to around $ 140. This shows
that the range of price changes of BitCoin is
very large, which is a huge challenge to its
robustness.

It has been controversial since BitCoin
came out in 2009. Every coin has two sides.
There is no doubt that the advent of BitCoin is
disruptive but some problems about robustness
of BitCoin are brought up. The following

analysis about BitCoin robustness is divided
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into two parts: market value and risk of
technology.

The value of BitCoin depends on how
many people, how many goods and services
are willing to accept BitCoin payments.
If the number of people who receive
BitCoin increases, BitCoin will have a huge
appreciation of space. In the real world, the
exchange rate between BitCoin and the U.S.
dollar is very volatile. This virtual currency
has added 5000 times within three years. In
2013, one BitCoin was worth more than 260
U.S. dollars, and plummeted to 130 U.S.
dollars. However, the value of one BitCoin has
reached up to 11, 134 U.S. dollars ( 2017/ 12).
There are only a few hundred million people
who own BitCoin at present, which has great
room for growth compared with the billions
of Internet users, which is also the reason
that most current BitCoin holders are very
confident. The hitting turbulence of BitCoin
value brings the related risks to BitCoin
holders.

When BitCoin is described as a
decentralized system, one of the key
assumptions is: No single individual or
organization can control most of the computing
power of BitCoin. If any individual or
organization has 51% of the BitCoin network's
computing power, it can actually control the
whole BitCoin network. Ignoring the blocks
created by the other 49% nodes, the amount of
CPU required to control 51% of the BitCoin
network would be an astronomical number. It

seems that BitCoins that are stored solely on
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source code may not be retrieved once they
have been stolen. In principle, BitCoin trading
system is any site that can participate; the
security of its transactions entirely depends on
the site's self-regulation and the ability to deal
with hacking. BitCoins have high anonymity,
which makes it hard to trace once the stolen
issue has occurred. All the losses can only be
borne by the victims themselves, so they are
much concerned by hackers. There are some
technical issues that BitCoin systems have to
overcome. As more and more people enter, the
amount of data flowing between users will also
increase which will reduce the overall system
speed. Although this problem can be solved by
posting patches, patches are hard to come by.
The rapid increase in the use of BitCoin will

endanger its own development.

5- 2. Flexibility

Certainly, the BitCoin has the flexibility
when people begin to use it. Because anyone
can do the BitCoin transactions at anywhere
in any time, this advantage of the BitCoin
is obvious. BitCoin is more flexible than
traditional currency. BitCoin is a new payment
method designed to give customers more
flexibility. BitCoin payments can be easily
made anywhere in the world and the payment
processing costs are reduced. BitCoin is a kind
of electronic money which is based on the
background of big data, cloud computing and
artificial intelligence. With the development of
these technologies, the financial field is more

dependent on the Internet. With the gradual



development of BitCoin, big companies are
starting to accept BitCoin for their products,
so their agility is beyond doubt. BitCoin can
be used to do many interesting things and the
number of retailers receiving the currency is
also growing, especially in countries where
digital currency is backed by regulators.
However, it should be pointed out that the
mainstream use of BitCoin as currency is still
a distant dream. We can only hope that with
BitCoin, the world's first digital currency rises
in value, consumers and businesses will be

more interested in it.

5- 3. Auditability

The auditability can be divided into two
parts, which are the internal audits and the
external audits. Ordinary online transactions,
the authority of the center to determine the
effectiveness of the transaction, for example,
the bank's online banking, and banks act as
the role of the bank to prove the validity of a
transaction. Then, a bit like the election, voting
by everyone, the most votes in the transaction,
will be recognized as a legitimate transaction.
Without an authority center, it seems that there
is a lack of credit. However, the transactions
resulting from voting are the most trustworthy.
Thus BitCoin is also known by "democratic
currency." In BitCoin's algorithm, voting is not
a one person vote but a CPU one vote. So, if a
person wants to control BitCoin, the TA must
have enough CPU, then the bigger the BitCoin,
the harder it will be to control. Like a person

who can easily control hundreds or thousands
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of votes, and the larger the size of the vote, the
harder it will be to control.

In addition, when doing this type of
voting, assuming that the workload is small,
and then the confirmation that the transaction
requires only a small amount of computing
power can be completed which leads to
the forgery of such transactions and is also
very simple, so BitCoin is introduced PoW
mechanism. In this mechanism, to prove
a transaction, it takes a certain amount of
computing power and time. Once the operation
is successful, a transaction is determined.
In turn, the average client, as long as a very
simple operation, you can know this transaction
is real or fake. This kind of mechanism is just
like in real life, the government spends a lot
of manpower on banknotes to carry out anti-
counterfeiting treatment and the ordinary
people only need to make simple identification
of banknotes, they can identify genuine and
fake.

In BitCoin, this algorithm of workload
proof mechanism is called hash cash. In fact,
this algorithm has long existed. Its principle
is to find a random number in the transaction
data block which contains a number of 0, the
computer can only be an exhaustive approach
to find this random number. If we ask for a
random number, as the number of Os increases,
the computational workload increases
exponentially. Once we find this random
number, we determine a data block. The data
block cannot be changed unless a certain

amount of workload is calculated. Because of
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this hashing algorithm, which is an exhaustive
method, if the honesty node on the network
exceeds 50%, basically the forger wants to fake
a transaction and it will have a very low chance
of success but there is still a chance!

In this case, BitCoin introduces another
mechanism called the transaction chain. All
the transactions are time-stamped and linked
together in a chain. Like a rope above the
rope hit a lot of knots, each knot represents
a transaction and each knot in time is a
sequence. The longest chain is recognized
as a real transaction. A counterfeiter with a
computing power of less than 50% wants
to fake a transaction, and then has a certain
probability. If he wants to fake two transactions
and is faster than an honest one who is more
computationally efficient, the probability is
lower. Over time, the odds of success have
dropped exponentially.

BitCoins also introduce a reward
mechanism, when honesty nodes calculate
a data block; it can get a certain amount of
BitCoin rewards, BitCoin rewards honest
mining more often than forged transactions.
Because of these coping strategies, BitCoin
transactions are a form of transaction that
is open, transparent, unchangeable and
vulnerable. So BitCoin is a very auditable
currency.

BitCoin is designed to bypass any existing
or institutional regulation. This is a serious
discrepancy with the regulatory needs of the
legal tender. Due to the lack of regulatory

mechanisms, no institutions or organizations
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make credit endorsements for BitCoin which is
prone to frequent violent currency fluctuations,
and use BitCoin to breach tax evasion,
extortion money laundering and other crimes.
Moreover, the increasing popularity of BitCoin
continuously erodes the monetary sovereignty
of all countries and even invalidates
macroeconomic regulation and control policies
carried out by currency issuance and circulation
(BitCoin Strategy 2018). Because of this,
most countries are cautious about the flow of
BitCoin in their countries. They accept BitCoin
at the same time proposed to strengthen the
regulation of BitCoin. Criminals exploit the
identity information disclosure of users in the
BitCoin system to launch extortion and other
attacks. They do not need to uniquely identify
the owner of the BitCoin account, and only
reduce the target attack object to a certain
extent. In contrast, for government regulatory
or judicial investigations, you need to uniquely
identify the owner of an account and be able to

associate all other accounts of the user.

VI. Conclusion

In 2016, the Internet finance industry,
essentially the use of BitCoin, has become legal
and standard and the government's regulatory
policies on the financial technology industry
became more and more stringent. While
regulators are likely not to regulate Internet
finance and financial technology separately,
most financial technology companies also

conduct their financial business through



Internet channels. But those who engage in
legal franchise business, even if there is no
entry requirement, also need to accept self-
discipline management and record with
national industry self-discipline organization.

In terms of scope, financial technology
contains the concept of Internet finance but
its essence is finance and the core of finance
is wind control. Based on the data, using the
innovative technology to reduce the cost of
financial enterprises and extract the useful
information from the data to assess the credit,
avoiding fraud and credit risk is the two most
highly appreciated practical imaginations in
the financial technology at present. Although
this kind of imagination has been realized by
many companies, how to share and integrate
multi-party data within the industry is also a
challenge.

In this article, efforts have been spent to
analyze the potential problems of BitCoin and
got the findings of potential threats in terms of
robustness, flexibility and auditability. In such,
use of BitCoin can bring so many benefits to
the financial market but it has to be closely
monitored especially in governance issue
because of the possible black market dealings
inside. In other words, the government should
not ban the use of it but it has to be carefully
implemented and monitored once it will be

used in more mission critical applications.
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