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MEBWLEEE - 8 MLESRAREZIREFacebook®
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Tech Review ) '& T & — BRIV MHBHRATHXE - 18
BB A\EENMSE : Facebook i ML &2 BL 1A%
E5/VEFEHMF - Facebook REREIZBE L B BAETEUN -

Facebook & F# Instagram® AEWLEIR - ZTELS
FEFES OO REREMEIEE - 2020 £ 3 B
M—EEHt  AREABEL : "32% WEPTE

=1t FI %Y B S WAS EYRL RIS - Instagram
MURZEESEE - | ‘" EEHA2EREIT L.
Facebook MIEZ Frances Haugen RIERITEL - E—
IR e Bl Faccbook E RSB ENER Z2#M

( engagement-based ranking system ) Bf8 - W&
BIUNFREBEMAT AR  REAHRFHEE - Hop— TEmAG TENSVEEEITZERFARENK

BRRISIRE TL6/7. - REIEBELANELBAR &, i —SHAIRBRRABGRR : "B
Z A Facebook HIFESLELAI - °L6/7 351222 Facebook EEERARLEBEENNA  GEZESBERY
A8 "TAFZ2AEE., NBRZHAZ—  Z2HAEEEN Bt WASHARZSNYBHELEE  BE—S1
S AP Facebook F&LMEMER - MASLME  SENVERE - |, SEZENMRTE= B 5% <0888
X BE Bl N HEEANERE -’ BB BhE#AED  TRmFzE - =58 (BflinlEX)
L6/7 - Facebook T EEMERIATHIEB—RAFGENE ( Communications Decency Act, CDA ) £ 230 1&{®
WERA ML OEEERER - EMEMERE - EEA & Facebook ER¥E - FHERHFES THASE
EREEEEE - ARTBEBUAFPHNERER - DUE EFJEARAM - Haugen BEMEHE 230 BRI ML
FHEBEHIE - Facebook A ML EEIEE S T LEES BERHRETE RS HHRAIIMER - DUBKRERS
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B, R ERR DS S/ D R B A HERHER S - BBE ML BESEZNBRAMIGHE -
(LRIETIEIRGESS - B - LBAHIET TATY RHEFBSHARNSRESENER -

! Hao, K.; “The Facebook Whistleblower Says Its Algorithms Are Dangerous. Here’s Why,” MIT Technology Review, 5 October
2021, www.technologyreview.com/2021/10/05/1036519/facebook-whistleblower-frances-haugen-algorithms/

2 Hao, K.; “He Got Facebook Hooked on Al. Now He Can’t Fix Its Misinformation Addiction,” MIT Technology Review, 11 March
2021, www.technologyreview.com/2021/03/11/1020600/facebook-responsible-ai-misinformation

3 lbid.

4 Smith, A.; “Facebook Knew Instagram Made Teenage Girls Feel Worse About Themselves — But That They Are ‘Addicted’ to App,” Independent, 14
September 2021, https://www.independent.co.uk/tech/facebook-instagram-girls-worse-addicted-app-b1920021.html

5 Op cit Hao
5 Op cit Hao
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=1 HEREBBEMR D)

Bt £ i pus
B 22 B (—MERRERR) (GDPR)® GDPR 2R B KBMWEEEAMNERRERBAURER - WERER
BRWERABEINEZANED - B2 (RBEEXEFNEE) 58

16 -
ESle (RERBOEHEETER) HIPAA 2—SEEBHHT AR - AUERBUZEIZE - DB EERERE
(HIPAA)™® EREHMBIER TREMRNTEREEM -

ESENIIN (MINEEBRERLRER) (CCPAN CCPA BRIREXRENMMNEEL REMMNERBABNNERNRE - 15
BUTNMEGZ —WEEFET CCPA : FEUGES 2,500 85Tt ; #A
50,000 BLA ERHEE - KENREBHEAEZM ; #8218 50% BWHRE
RIFEHEERBAEN - CCPA BREFARRIEHEE/ABMNE
EENEAL -

ESE| (BEERSIPEERIES|) SR11-7)Y? |ZEHAHEESTRESSERRHN (BEAMSEEIEES) -
BIEES S EANRITHEREESHE L2 ERARE
BAEES - IS BN ERN N HEESTEENMART - I
RIBITROMRE « ME - EHEREEG A EETHE -

i AIRE#ZHEZR 55| HEENESWAR(CO)NEMES ERMBMAIR : LARAEY
WEZEAL  FIMERMRES (DPO) - ABAEE AREEBAS I
REREMEESRAENERAR | BEEEAL BEMLER &
RREBZR REERASNIRN SRZ2EREENARETEA
g o

Z=H ERAREESECYBEERREEEL RAREREE B =% BE M43 BRIKR - £l - AHE

=) BENIHBEERREETINEAEN  BREREA - 15 - 20
RERWASEEREEPBEREHERER  YEBRNAAAODEE
ERETNRBEARREETABRSMEMEETEER -

7 CFAInstitute.org, “What is ESG Investing?,” 22 February 2022, https://help.cfainstitute.org/s/article/What-is-ESG-Investing. Also refer to
ISACA, “Governance Roundup: What Are You Doing About Environmental, Social and Governance Factors in Your Enterprise?” USA,
2022, https://store.isaca.org/s/store#/store/browse/detail/a2S4w0000040iXgEAK

8 Silk, D.M.; D.B. Anders; S.V. Niles; “GAO Report Highlights Dearth of ESG Disclosure,” Harvard Law School Forum on Corporate Governance, 17 July
2020, https://corpgov.law.harvard.edu/2020/07/17/gao-report-highlights-dearth-of-esg-disclosure/

¢ European Union, Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection
Regulation), EUR-lex, https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504&0id=1532348683434#tocld9

¥HHS.gov, “Health Information Privacy,” www.hhs.gov/hipaa/index.html
1 California Consumer Privacy Act (CCPA), https://oag.ca.gov/privacy/ccpa

2Board of Governors of the Federal Reserve System, SR 11-7: Guidance on Model Risk Management, 4 April 2011,
https://www.federalreserve.gov/supervisionreg/srletters/sr1107.htm

2 Information Commissioner’s Office, “Guidance on the Al Auditing Framework: Draft Guidance for Consultation,” https://ico.org.uk/media/about-the-
ico/consultations/2617219/guidance-on-the-ai-auditing-framework-draft-for-consultation. pdf

1415 USC Chapter 41, Subchapter IV: Equal Credit Opportunity, http://uscode.house.gov/view.xhtml?req=granuleid%3AUSC-prelim-title15-chapter41-
subchapter4&edition=prelim
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BETw) PH—BXENEE Al A ML NEETER
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BEMN ML 2 Al RBHPEES

AEEFXEMBRNERBMNZE AR - MLERMERIRMA

EEMARAG -

e BB ER SR
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EREA A AR ERAR -
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*»Macpherson, M.; “Implications for Artificial Intelligence and ESG Data,” The Al Journal, 6 October 2021, https:/aijourn.com/implications-for-artificial-

intelligence-and-esg-data
18 | bid.

”Segal, M.; “Canada Sets Mandatory Climate Disclosure as a Top Priority for Sustainable Finance Council,” ESG Today, 20 May
2022, https://www.esgtoday.com/canada-sets-mandatory-climate-disclosure-as-top-priority-for-sustainable-finance-council/

80p cit Macpherson

¥Candelon, F.; R. Charme di Carlo; M. De Bondt; T. Evgeniou; “Al Regulation Is Coming,” Harvard Business Review, September-October

2021, https://hbr.org/2021/09/ai-regulation-is-coming
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(—mRERRERR ) WERSLEA - ERABRERE
ERABEREANENEAR ML (%5328 ) LD
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BR - BREIEIE R BRI oI IR ER] - IESh - ERAB TR
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ERAZRER - TEABREEREEETEREENEE
el - DI LEARERENFE - IRAEE - BINEKR -
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B
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2 Ahmed, H.; “Auditing Guidelines for Artificial Intelligence,” @ISACA, 21 December 2020, www.isaca.org/resources/news-and-
trends/newsletters/atisaca/2020/volume-26/auditing-guidelines-for-artificial-intelligence

2 bid.

2 GDPR.eu, “Data Protection Impact Assessment (DPIA),” https:/gdpr.eu/data-protection-impact-assessment-template/?cn-reloaded=1

# State of California Department of Justice, Office of the Attorney General, “California Consumer Privacy Act (CCPA): Frequently Asked Questions (FAQs),”
https://oag.ca.gov/privacy/ccpat:~:text=The%20CCPA%20requires%20business%20privacy,the%20Right%20t0%20Non%2DDiscrimination
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241S0, ISO/IEC 23053: 2022 Framework for Artificial Intelligence (Al) Systems Using Machine Learning (ML), June 2022,

https://www.iso.org/standard/74438.html

© 2022 ISACA. HifFi A


https://www.iso.org/standard/74438.html

9 | TEREABZRREZ caRER

BLEES, B8

EEMBREESTHEXIFEBEREIEREAKSPBRIE
REEREEZ=EAZLER :

BEREEHEPENMEEMEMR (Evaluation of

Conceptual Soundness) - 2 &K #2528 BRIV R

RBREADNMGEN - UBARENEE - 85F

Hﬁ

RIS - BRER - BRIRRRERMEHETE -

RREVHEBNRAREREXHRERR AL - £
REFFZERNHEAASRESDERBEREFES - TR
BEPRH EEAR R -

EEREREERFAAMBFELER (Ongoing

Monitoring) - —lR AR BEEUTIIRTRES

HISAE . BERLE  BEBEOMHIUERESE  BHR
BAHEBANWFEENEE - Bt - B RRE=S

BREBNBETOEETREFHENEEY -
BZEREIRLERNER S (Outcome Analysis) - 45
AP EEERBEUERERATEHEREANSIEE

B WRHMEERINRERE - DRRERNERY

BENS  BERISAIREEEAERR - ZEMRE
BEERR - BIEREAEENERAT - A RENT S
t - REBENTIHRENENRR - EmER KA

R HERE R ACRA B EA -

REREEEERRMNERKERENER - TER

DIERATFTANFREZ BN - RE T EZRIR
ZEE - MRBEERSEEEZHE 25 - RIEEH

FRRA -

RE M EE
BB R ERE X RERTIRME - £X
BEZEENERASENERRIVEESL - UAEE

PRAEVEIRA SRR - ST BEMRBARERFENL - &
HRBREERER - WinBIEHER - OB KAISHEIR -

It - FRAR - A%  ZHESREUMUAREBAE

EURENAMNNHEERE -

588k (Validation Reports) X 4N EZEES -

BHRERACEENREEmD - FRZREEFRKRE T

FHERNRE  THRESEEBEETHENEMHEMEE
FliEN - RERBERSHEXEREERSER  REEE

ZEMHEERE - RARENERN  TRHSENEE

BERRE A RAOBEL - BIIE E R IRFI LR R -

AEABERSHEREREEER  HEREIBMHN
B Enfy

EEME - RAEENEN - WiRHSENETEEES
RAVERA - B1EEZREI AR R -

BEIENE EZABREERENTFABRERR

FERVIEPR - UIHRARRABRERBREHKE  TEE
M E R RELBRIRAVRRE - ILS - B ABREMSEER
& LIFNERRRESERBRFEESSEERSINESR

% P8R 22 AV RS B B GRTE AMA EL P -

© 2022 ISACA. [ EFTH



10 eI N B ZBERE2H155], B0y © aRER

!

BB RR LB AR R

&=

EHREERAEREEERD  FARELFRANEE ERABRBESEUSESEENEER - DR EE

2018 - ERBRTIKTIZRER - (ERIAMREREY REBBRUMREVER - B3 RHITENIREABIIER -

TR EREINAEES  BREIEREENBNMUDN RIRUEREFARDMAMRES) -

o BRUSSERANREE-EALR  HPE2 pRUSSEERNERE—EATE  Hbaa2ES
£L

ZEFERE - MAALE - EBERRET - BRRE
B AR - Al -

1 R MAMEE EEDARE  ENEEHRERE - &

UG - ERABR T RAZBEHPHERES - LRRSE

ERENEEERTREEE s
) EHEAG
4%% 53 B 23 I%%%@, EEAeERIEAE 85 -
=B

ERRERER - %=

KEBHERRIEFERE - BERFABERMEESE

KBREBTERREIEXRRIMAR - BERTHE KA

HRLE®EBER 2022 F£8HH (Empowering Al

Leadership: Al C-Suite Toolkit) HPRIMEZIBBHEIE

HERE -

3HRBBTIERS

BE Ei:pug
BERRBR ERRBRATEFNEMGABGE  UBEERNOTEBEFRERERZ - thPIRFTEREZER
2 BIEEEARIEAEE . DURIMBEMBENER - UBEHTER RIBHERES -
e TiEmm HeRBRTRRMBINTIE - BEARFEEE Al 2% - UEBRTRURE - e FRETH
FREAHERBBUME IR ALEEE - BLREABM FHEBBNZD -
BRI TR0 ERTRMEETENEDPSHRIBY  THBEEE RREENHEXEFEEER HAEEER

P OEE S SIE A

BRERIMAESN - B14F SQL ERIERET - ZERNESHER - DUk ETL (BE - 88 - HA)

BB EEMLOps) MLOps BIRREMACHMBNERENEITREINE  ENRMUEEAEHERENIRTE - IE
BEHNRELE TR EE BRMEENAEN ZEAMERNEREREE -

#World Economic Forum, “Empowering Al Leadership: Al C-Suite Toolkit,” 12 January 2022, https://www.weforum.org/reports/empowering-ai-leadership-

ai-c-suite-toolkit/?
%Doyle, L.; “What Does a Data Scientist Do?,” Northeastern University Graduate Programs, 13 August 2020,
www.northeastern.edu/graduate/blog/what- does-a-data-scientist-do/
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#The Institute of Internal Auditors, “The I1A’s Three Lines Model: An Update of the Three Lines of Defense,”
www.theiia.org/globalassets/site/about- us/advocacy/three-lines-model-updated.pdf
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Hao, K.; “The Facebook Whistleblower Says its
Algorithms are Dangerous. Here’'s Why.” MIT
Technology Review, 5 October 2021,
www.technologyreview.com/2021/10/05/1036519/faceb
ook-whistleblower-frances-haugen-algorithms

Intersoft Consulting, “Principles Relating to Processing
of Personal Data: GDPR: Articles 5.1 and 5.2,
https//:gdpr- info.eu/chapter-5/

Pearce, G.; “Beware the Privacy Violations in Artificial
Intelligence Applications,” ISACA NOW Blog, 28 May
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now- blog/2021/beware-the-privacy-violations-in-artificial-
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with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection

Regulation)
29 1hid.
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